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Abstract — The recently emerging Advanced Metering 

Infrastructure (AMI) is envisioned to be one of the most 
prominent features of the smart grid. Security, especially 
authentication, is crucial for the success of large-scale AMI 
deployment. Unfortunately, AMI’s natural requirements — 
efficiency, scalability, fault-diagnoses and reliability — cannot be 
fully satisfied by existing authentication schemes: per-packet 
signing and per-signature verification public key schemes, one-
time signatures, or pairwise key-based symmetric encryption 
algorithms. In this paper, we propose new authentication 
architecture for AMI to validate the delay-tolerant metering 
data. We propose not only a set of efficient authentication 
schemes, but more importantly, their corresponding fault-
diagnoses algorithms. We implement our system on emulated 
smart meters and commodity servers. Experiment results on 
simulated real-world scenarios demonstrate the practicability of 
our proposed system. It merely incurs substantially lighter 
overheads than those by the existing schemes, while it can 
effectively address the formidable authentication challenges in 
AMI.     

 
Index Terms —Authentication, digital signature, fault 

tolerance, fault diagnosis, smart grids, verification. 

I.  INTRODUCTION 

HE smart grid facilitates smart energy management 
through active deployments of Advanced Metering 

Infrastructure (AMI) in our society as part of a global trend. 
Smart devices in AMI monitor and report statistics about 
virtually every aspect of the grid infrastructure by integrating 
the modern communication, control and intelligence 
technologies. However, there is an inherent drawback of AMI. 
On one hand, it can significantly improve energy efficiency, 
enable consumer’s involvement, facilitate demand response, 
and shave peak electricity usages, etc. But, on the other hand, 
the security of AMI is a pressing challenge that increasingly 
affects all the consumers. AMI’s newly integrated components 
may raise the probability of security threats related to data 
collection and communication [15]. The communication 
systems in AMI can possibly be vulnerable to forgeries and 
unauthorized modification of data if AMI’s unique 
characteristics are not appropriately taken into account [25]. 
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Thus, authentication schemes are vital to validate the data 
in AMI. This paper is motivated by essential needs for 
customized authentication schemes in order to verify whether 
the lossless aggregated data in AMI is originated as it claimed. 
Followings are two selected examples among many that 
demonstrate the pressing need for a suitable authentication 
mechanism. 1) Through spoofing a forged meter ID, a 
malicious smart meter may possibly falsify power usage data 
by claiming its power consumption to be others’. This results 
in free electricity consumption by the attacker but financial 
loss for the victim. 2) Within a demand-supply electricity 
system, an attacker will very likely alter original power 
demand values or inject bogus ones. Deflating the actual 
demand values could lead to a blackout, while inflating them 
could result in extra costs for the utility.  

Nevertheless, designing an appropriate authentication 
scheme for AMI is a challenging task because: 1) Limited 
resources of senders: The senders, i.e., smart meters, are 
usually equipped with low-end processors and limited amount 
of memory, both of which hamper the execution of heavy 
computing operations. 2) Heterogeneousness of receivers: 
diverse receivers such as concentrators or control servers are 
equipped with various devices. Thus, efficiency issue should 
be comprehensively considered to satisfy each of those 
receivers. 3) Constraints of communication channels: Wireless 
channels, which are commonly used in many AMI setups, can 
only offer limited bandwidths and packet losses are possible 
[33]. Thus, low communication cost and reliability of services 
are desirable. 4) Huge volumes of data: the amount of data for 
AMI will exhibit an increase of an order of magnitude within 
the next ten years [7], [32]. Hence, the authentication solution 
needs to be efficient and scalable. 5) Delay-tolerance: Data 
monitoring for noncritical equipment can be delayed for a few 
seconds up to a few seconds to a few minutes depending the 
type of data. For ordinary meter reading, it can range from 
minutes to hours [27]. 6) Vital demands for fault protection 
and fault diagnosis: The nature of AMI highly demands 
reliability and availability. Hence, to minimize the total outage 
/ fault times, fault-tolerance and fault diagnosis services are 
essential.  

Pioneer researches have explored ideas and approaches to 
authenticate data emphasizing on one or more of the 
abovementioned characteristics of AMI. However, none of 
them can fully satisfy all requirements simultaneously: 
Pairwise key based symmetric encryption algorithms [2], [24] 
raise complicated key management issues and mandatorily 
require an unconditionally Trusted Third Party (TTP). Public  
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Fig. 1.  AMI architecture 

key signature schemes [20] that utilize the per-packet signing 
and per-signature verification scheme obviously lead to 
expensive computation cost. One-Time Signatures (OTS) [13] 
feature instant signing and verification but significantly 
consumes the network bandwidth by its sizeable signature. 
Furthermore, repeatedly distributing large OTS public keys 
encroaches upon the already crowded communication 
channels of AMI. Signature amortization-based schemes [23] 
cannot curtail expensive verification costs. Authentication 
delay-based approaches such as TESLA [17] are not designed 
to sign messages or to verify signatures in a batch mode.  

In this paper, we propose an efficient and reliable scheme 
to authenticate delay-tolerant data (e.g., power consumption 
data, meter events, alarms, etc.) aggregated from smart meters 
to AMI infrastructures over lossy communication channels. 
We opt for digital signature schemes [5], instead of others, as 
the authentication primitive. When the data concentrator / 
control server is out of service, the backup ones holding smart 
meters’ public keys and the synchronized revocation list can 
verify the digital signatures without any further setups or 
configurations. This solves the single-point failure problem. 
However, signature schemes incur heavy computation cost, 
which is not affordable for most smart meters due to their 
limited computing power. Thus, it is necessary to reduce the 
number of signing and verification operations.  

In order to address the above requirement, we propose an 
architecture which accommodates a set of efficient 
cryptographic primitives to significantly decrease the number 
of expensive public key operations: the senders here known as 
smart meters need not sign each packet generated / collected at 
their ends. They deploy the signature amortization technology 
to sign a block of packets with a single signing operation. The 
multiple receivers here known as the data concentrator 
/control servers can accumulate a number of signatures and 
verify them in a batch. This extensively reduces the number of 
verification operations and enhances the authentication 
scheme’s scalability. Despite the introduced buffering delay, 
our approach can still satisfy the delay allowance for metering 
data in AMI which can be from a few seconds up to a few 
minutes depending on the type of data. 

We note that minimizing the communication overhead is a 
key requirement as AMI communication systems, e.g., Zigbee 
[33] or Power Line Communications (PLC) [27], are of 

limited bandwidths. Thus, we integrate the signature 
aggregation scheme [4] together with the virtual tree (e.g., 
Minimum Spanning Tree (MST) [21]), a logic topology 
through which the data is aggregated in AMI networks. Also, 
we observe that the possible packet loss over AMI 
communication channels violates the smart grid’s reliability 
requirements. We utilize the Information Dispersal Algorithm 
(IDA) [12] to achieve the tradeoff on loss channels by paying 
the extra communication overhead for fault tolerance against 
signature packet loss. Our experimental results show that this 
strategy offers sizable performance gains. 

This paper extends our previous research [10] by focusing 
more on the fault diagnosis aspect. We design and integrate a 
set of fault-diagnosis algorithms, e.g., � Tree and MST-based 
tree, to pinpoint the forgery / error signatures. A software 
prototype is developed to accomplish both our authentication 
scheme and faults diagnosis algorithms. We implement 
cryptographic primitives and other schemes including the 
batch verification, signature aggregation, tree-based fault 
diagnosis algorithms, etc., and combine them into the software 
prototype. It is then executed on the simulated AMI platform 
with emulated smart meters and commodity servers. 
Performance evaluation and experimental results show that the 
authentication goal is attained and AMI’s regulatory delay 
requirements are also met.  

II.  BACKGROUND AND MODELS 

A.  AMI Network Model  

As depicted in Fig. 1, AMI consists of smart ends (smart 
meters), data concentrator units (briefly, concentrator) and the 
AMI headend (control servers). The communication networks 
connecting them together can be wireless (e.g., Zigbee).  

Smart meters installed in customers’ dwellings collect data 
(e.g. power consumption data, meter status, etc.) with an 
interval � �� seconds [28]. The data is broadly utilized for the 
purposes of diagnoses, troubleshooting, measurements, 
controls, etc. They all will be reported to concentrators and 
subsequently control servers, periodically or in near real-time, 
depending on which kinds of data collection technologies are 
deployed in AMI: The Zigbee polls data with a 15-minute 
interval; The Wi-Fi opts to collect data in near real-time. The 
packets are forwarded in a high frequency but with a relatively 
short length. Concentrators which are strategically positioned 
in substations collect information from multiple smart meters. 
They relay gathered data to control servers. Not all smart 
devices can communicate with the concentrators / control 
servers directly [33]. Intermediate devices cooperate with 
others in relaying packets till the packet reaches its target.  

B.  Security Assumption and Scopes 

Security Assumption: we assume that smart devices such as 
smart meters, etc. are tamper-resistant and device attestations 
are deployed to validate smart meters, etc. Furthermore, we 
assume the availability of the PKI deployed in utilities [14]. 
Moreover, we assume that both the control server/concentrator 
and backup control server hold public keys of smart meters 
and the synchronized revocation list. At last, we presume the 
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deployment of time synchronization mechanism in AMI.  
Scopes: this paper is limited to authentication. Other 

security topics such as confidentiality, privacy preservation 
[11], and attack prevention, etc. also play critical roles but 
beyond our paper’s scope. The confidentiality can be 
accomplished via the usage of encryption algorithms (e.g. ID-
based pairing [3]). Countermeasures against attacks such as 
Denial of Services (DoS) will be our future research.  

III.  A UTHENTICATION PRIMITIVES 

A.  Selection of Authentication Primitives  

Symmetric key encryption schemes, One-Time Signature 
(OTS) schemes and the public-key systems (digital signatures) 
are widely utilized in practice for smart grids or AMI.  

Authentication schemes [2], [6], [24] based on symmetric 
key approaches are presented. The pairwise key scheme shows 
that its rate of data throughput is high and its key lengths (e.g. 
128 bits for symmetric key vs. 1024 bits for integer RSA 
public key system) is relatively short. However, it raises 
complicated key management issues: 1) A number of key pairs 
should be managed in a large AMI network which results in 
the mandatory deployment of an unconditionally trusted TTP 
(Trusted Third Party). 2) The frequency to refresh session 
keys is high – the worst case is that each communication 
session demands a new session key [14]. It implies that key 
managements of pairwise key systems requires expensive cost.      

Likewise, there are a few concrete limits while utilizing 
pairwise keys in the smart grid: 1) Data collected from smart 
meters are forwarded to recipients such as data concentrators 
in substations or control servers in utility companies. Thus, 
hop-by-hop pairwise keys are required. Or, a few couples of 
end-to-end pairwise keys should be established: between a 
smart meter and a data concentrator; between a smart meter 
and a control server (AMI Headend) [24]. 2) Although most of 
smart nodes, e.g. smart meters are stationary, there are still a 
number of roaming nodes e.g. Plug-in Electrical Vehicles 
(PEV) which roam to a new area frequently. A new pairwise 
key is required between a roaming PEV and the corresponding 
local concentrator or the control server. 3) Pairwise key 
schemes present a single-point failure. Once controls sever / 
data concentrator is out of service, a backup mechanism is 
demanded to achieve complicated tasks: starting over the 
mechanism to establish secure channels between each smart 
meter and backup / alternative servers and data concentrators.  

OTS, constructed upon one-way functions or one-way 
function chains can significantly reduce the computation cost 
at the sender and the receiver end. However, initial 
deployments of OTS [13], [22] in smart grids suggest that they 
have to generate the long length of the one-time signature (on 
the order of 1K bytes) as well as distribute � - or � -time usable 
public keys. Communication components of AMI can be 
composed of communication-constraint technologies such as 
Zigbee (250Kbps) [33]. Data e.g. power usage, alarms, 
controls, events, billings, demand-response, etc. is collected 
and transmitted over the channels. Considering that the data 
collection in AMI demonstrates high frequency (�  2 seconds) 
and transmitted packets are with short length (e.g. 48 bytes for 

phasor data frame), one-time signatures (e.g. 1024 bits in TV-
HORS [22]) as well as their public keys (e.g. 10K bits in TSV 
[13], 80KB in HORS [18]) not only misspend the constraint 
bandwidth but also cannot be easily accommodated. 

The authentication scheme relying on digital signatures 
(e.g. RSA, DSA, BLS, etc.) present itself a practical option for 
delay-tolerant data aggregation in AMI: 1) It is fault-tolerant 
because a backup / alternative control server or data 
concentrator containing the smart meter’s public key and a 
synchronized revocation list can verify smart meters’ digital 
signature seamlessly without further pre-configuration. 2) It 
can accommodate the roaming PEV and process its 
authentication request efficiently. 3) The key management is 
easier as only a functionally trusted TTP is required. The “off-
line” mode as opposed to in real time is required. 4) Its private 
key / public key pair can be valid for long periods (e.g. many 
sessions or even years) [14]. However, its drawbacks are also 
manifest: 1) its throughput rates are significantly slower than 
best known symmetric key encryption schemes. This hampers 
its deployment on resource-limited smart meters. 2) Its key bit 
lengths are long: to protect the digital signature at the security 
level of 80-bit, RSA signature requires 1024 bits, DSA 320 
bits and BLS 171 bits [25] (TV-HORS [22] requires 1024 
bits). The observation we argued for OTS in terms of 
communication overhead is equally applicable here.  

A number of batch digital signature schemes e.g. [4], [5], 
[26] are proposed for network settings other than smart grids / 
AMI. However, if being deployed in AMI, they introduce new 
problems: 1) the AMI data aggregation needs specific and 
more efficient solutions to satisfy its limited resource in terms 
of computation and communication. 2) Fault diagnosis 
algorithms are required as smart grids prioritize fault 
protection. 3) The validation in forms of implementation in 
accordance with real AMI platform is essential. 4) The 
possible packet loss issue over AMI communication channels 
should be counted into new solutions.   

B.  Digital Signature Schemes: BLS Short Signature 

In this paper, we utilize the short signature scheme of 
Boneh, Lynn, and Shacham (BLS) [5] to authenticate data in 
AMI because of 1) its computational efficiency, 2) proved 
security for not only the batch verification but the aggregated 
signature scheme and 3) the short key length. Public Key 
Infrastructure (PKI) [14], [19] are used here to issue / revoke 
certificates and public & private key pairs for smart meters.  

1) Bilinear map 

Bilinear map [1] works as the basis of BLS signature. �  
and � �  are a cyclic additive group and a cyclic multiplication 
group generated by 	  with the same order q, respectively. A 
mapping 
��� � � 
 � � � satisfies the following properties: 

·  Bilinear:  for all �� � � �� �� � � � � , we have 

 � � � � � � � � 
��� �� �� , where � �is an equation; 

·  Computable: there exists an efficient computable 
algorithm to compute 
 � �� � � � ��� � � � ;  

·  Non-degenerate: for the generator �  of � , �  is the 
order of ��� we have�
��� �� � � � � � �  
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Fig. 2.  Architecture of our authentication scheme and fault diagnoses alg. 

2) BLS short signature scheme [5] 

Key generation -  

·  Randomly selects  
!
" � �  and calculates # $

� % � � ;   and # are the private and public keys 
respectively;  � � � �and�# � � ;�" �is assignment; 

Signature generation – The sender, a smart meter 
calculates signature: 

·  Given a message & � '(��) * , computes + $
, � &� # �  where ,  is a collision-resistant hash 
function e.g. MapToPoint hash [3], [5] such that 
,� '(��) * - � ; 

 

·  Computes . " + %� where . � �� is signature; 
Signature verification – The receiver, a control server 

or a concentrator verifies the signature: 
·  Obtains sender’s public key #, signature .  and 

message & , performs + $ , � &� # � ;   
·  Performs verification: 
 � +� #� � 
�.� �� ;  

IV.  PROPOSED SOLUTIONS 

In this section, we propose an efficient authentication 
approach to legalize the data with markedly lower signing and 
verification operations and noticeable reduction of 
communication overheads.  

A.  Our System Model 

As depicted in Fig. 2, our integrated authentication scheme 
includes three components: signature amortization, batch 
verification and aggregated signature. Each of them is invoked 
by smart meters, control servers and intermediate nodes (e.g. a 
smart meter or concentrator), respectively. Our integrated fault 
diagnosis algorithms will be described in section V.  

B.  Batch Verification  

At the concentrator or the control server end, each signature 
needs to be verified for the regular digital signature scheme. 
We deploy the batch verification scheme, for sake of 
performance gain, which provides the same level of security 
but reduces the number of verification operations from /  to �  
when verifying /� signatures signed by the same smart meter.  

1) Batch Verification [3], [5]  

Batch verification is invoked by a control server or a 
concentrator to verify /  signatures in a batch. 

Signature generation –  
The sender, a smart meter with its private / public key pair 
( � # ) calculates /  signatures as follows: 
·  Given /  messages ' &0� &1� 2 �& 3 ), computes +4 $

, � & 4� #� �where �&4 � ' (�� )*  and 5 � �6 6 / ; 
·  Computes signature . 4 " �+ 4�

%�   . 4 � ��  and 5 � �6 6 / ; 
Batch verification –  
The receiver, a control server/concentrator verifies 7 
signatures as follows: 
·  Obtains            smart meter’s public key #; 

signatures ' . 0� . 1� 2 �. 3 );  
messages '& 0� &1� 2 �& 3 }; 

·  Calculates /  hash results: 
+4 $ , � & 4� #�         where �+4 � � ;  5 � �� 8 �/  

·  Performs verification: 


 9: + 4

3

4;0

� #< � 
 9: . 4� �

3

4;0

<��������������������������� ��� 

2) Deployment of Batch Verification 

Fig. 3 (a) is helping to understand how BLS signs and 
verifies packets individually. It shows that a smart meter = 
digitally signs /  packets '& 0

> � 8 � & 3
> ). Then, the concentrator 

verifies signatures ' . 0
> � 8 . 3

> ) one after another. Fig. 3 (b) 
illuminates changes after deploying the batch verification. The 
concentrator multiplies all signatures ' . 0

> � 8 . 3
> ) and then 

verifies the result with only two pairing operations. As the 
pairing operation costs significantly higher than multiplication 
[1], the batch verification expressed in Alg. 1 gains efficient 
performance for the concentrator / control server. 

 

Algorithm 1 : Batch Verification 
/* A concentrator obtains smart meter 74’s public key�# and 

decides / , the number of batched signatures.                   */ 
/* The concentrator processes the followings:                       */ 
?@ABC " � � ��?@ABD " � � 
For   (  k" ( ;      E F / ;      k" EG �  ) 

Listens on the channel and receives { & H
I J�� . H

I J�}  
KLM�N " KLM�N � , O�& H

I J� #P��� 
KLM�Q " KLM�Q � . H

I J��  
End For 
/* Verifies / �signatures sent from smart meter�74                 */  
IF  
 �� KLM�N� #� � � 
 �� KLM�Q� � �  

calls “Alg.4 � Tree-based Fault Diagnosis”; 
End IF 

C.  Signature Amortization for Package Blocks  

Most smart meters are resource-constraint. Individually 
signing each packet is a huge drain on the smart meter’s 
processing capacity. We deploy the Signature Amortization 
(SAm) scheme which signs R packets via one signing 
operation but provides the same level of security [12], [16].  

1) Signature Amortization (SAm) [12]  

SAm Signature generation –  
The sender, a smart meter with its private / public key pair 
( � # ) calculates a signature over R packets: 
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Fig. 3.  Efficient authentication scheme – batch verification and signature amortization 

 

·  Given R messages S&0� &1� 2 �& T U,  
for all 5 � �� 8 �R  computes  

+4 $ , � & 4� #� ��                         where �&4 � ' (�� )*  
+�VV $ �+ 0WW 8�WW+T �               where WW is concatenation  
+ $ X N�YN�+ �VV�            where XN�YN: hash function [14]   

·  Computes . " �, � +� #� � %�   where . � �� is signature; 
SAm Verification –  
The receiver, a control server / concentrator verifies R 
signatures as follows: 
·  Obtains            smart meter’s public key #; 

signature . ;  
messages '& 0� &1� 2 �& T }; 

·  Calculates hash results: 
+4 $ , � & 4� #� � �             where  5 � �� 8 �R  
For all +4:�+� $ X N�YN�+0WW 8�WW+T �  ;  

·  Performs verification: 

 � ,�+� #�� # � � 
 � .� � � �������������������������������������� 

2) Deployment of Signature Amortization (SAm) 

Fig. 3 (c) demonstrates how SAm signs and verifies R 
messages. At the smart meter end, SAm utilizes a number of 
hash functions and only one signing operation. Compare with 
the regular BLS illuminated in Fig. 3 (a), SAm described in 
Alg. 2 is more efficient since a hash function spends much 
lower computation cost than an exponential operation.  

Furthermore, the lossy communication channels in AMI 
have restricted resources and channel instability issues which 
can probably lead to packets loss during data transmission. In 
AMI, power control messages, for example, own higher 
priority over metering data. When the congestion occurs, it is 
possible to drop the metering data and its corresponding 
signature. Therefore, a block of packages cannot be verified if 
its signature is lost. To avert this instability, we invoke the 
previous research by the first author, namely M-SAIDA 
(Modi�ed Signature Amortization Information Dispersal 
Algorithm) [12]. A signature is divided into M slices which 
are encoded into 7 pieces but with the same size for each part 

via adding redundancy information (M F 7 ). 7 pieces are 
amortized over 7 packets. Even if only M out of 7 packets 
arrive at the concentrator or the control server end, the 
signature still can be decoded and finally be verified by IDA 
algorithms due to redundancy messages. Refer to [12] for the 
detailed algorithm.  

 

Algorithm 2: Signature Amortization (SAm) Algorithm 
/* each smart meter 74�signs a block of messages &0� 2 & R */ 
Z " [\]]                      /*   store hash result of the block     */  
Calculate   +4 " , � �& H�#� ; Z " +^ � ZWW�+4� �where�5� � 8 R 
�__N " , � +�#� ;            ̀ " � , � �__N�#� � %�        
/* Get n slices of usage data. i corresponds to smart meter 74�*/ 
` ab� c� ` ab� c� 2 ` abdc � efghid�`� d� A�   
/* Get n slices of hash result of usage data                           */ 
Zab�c� Zab�c�2 Z abdc � efghid��__ N� d� A�   

For   (  k" 1;      � � 7;      k" � G �  ) 
/* reassemble data and hash; send results to parent nodes  */  

74
jklm�ln
opppppq  (74’s parent node): { & H�WW��. 4b� c����WW +4b� c } 

/* Concentrator receives M slices of data from its children nodes */  

rsdr@d?tu?st
vwxwayw
z ppp{ da: { . 4b� c� . 4b� c�2 . 4bMc }  

rsdr@d?tu?st
vwxwayw
z ppp{ da: { +4b� c� +4b� c2 + 4bMc��} 

/*  Concentrator reconstructs signature block hash                     */ 
` a "  IDA-De (. 4b� c� . 4b� c� 2 . 4bMc) 
Za "  IDA-De (+4b�c� +4b�c�2 + 4bMc) 

/*  Concentrator performs verification                                        */ 


 � +4�#� � 
 � . 4� � �  

D.  MST-based Signature Aggregation (MST-SA) 

Each signature should be sent over communication 
channels for both batch verification and signature amortization 
schemes. Considering the length of a signature (e.g., 171 bits 
for BLS vs. 1024 bits for integer RSA [5]), the limited 
bandwidth of AMI wireless communication is over-consumed. 
Our authentication scheme deploys the signature Aggregation 
(SAg) scheme that saves communication cost via aggregating 
a few signatures into a single one, only which is transmitted. 
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Fig. 4.  MST-based signature aggregation for smart meters 

1) Signature aggregation [4] 

Signature aggregation [4] is used by intermediate nodes 
such as smart meters or concentrators to aggregate signatures. 

Signature aggregation 
·  Distinct 7 nodes '7 0� 71� 2 7 I ) sign 7 distinct messages 

'& 0� &1� 2 �& I ) with their own private keys, 
' 0�  1� 2 � I ) by BLS scheme, respectively: 

·  Calculate: +| $ ,O& | � #| P����}+L~L�+| � �� �• � � 8 7    
·  Obtains signatures: ' . 0� 2 �. I ) where . | $ �+ | � %€ � �  

is calculated by corresponding smart meters; 
·  Aggregates all 7 signatures into a single signature 

. 0�1�2I $ • . |
I
|;0 � � ; 

Signature verification –  
The verifier such as a control server processes as follows: 
·  Obtains 7 users’ Public keys, '# 0� #1� 2 # I );  

One aggregated signature '. 0�1�2�I �);  
Messages�'& 0� &1� 2 �& I };  

·  Calculate +| $ ,O& | � #| P�����}+L~L�+| � �� �• � � 8 7 ; 
·  Performs verification: 


O. 0�1�2�I �� �P � : 
�+ | � #| �

I

|;0

���������������������������� �‚� 

2) Deployment of Signature Aggregation 

In AMI, to minimize the communication cost, a virtual tree 
(e.g. MST [21]) can be utilized to connect the network nodes, 
over which, data is aggregated from the leaf nodes to the root. 
Our proposal, MST-SA integrates the MST structure with the 
signature aggregation scheme. We term it MST signature tree 
(shortly, signature tree) which has the same nodes and 
structure as MST. Each node, namely�74, representing a smart 
meter/concentrator, is associated with two signatures, 
(. I J

H � . 75�K~LL
� ). The former, . I J

H  (namely node signature) is the 
signature to sign a message MH by the smart meter 74 (we 
assume that control server’s node signature is 1). The latter, 
. I J�ƒl„„

H , (namely tree signature) is the signature for a sub-tree 
rooted at node 74. . I J�ƒl„„

H �is calculated via the signature 
aggregation scheme – multiplying 74’s node signature . I J

H   by 
tree signatures of node 74’s all children nodes 7%. It is 
described in formula (4):   

. I J�ƒl„„
H "

…
†

‡ . 75
� ������������������������������5^�75� � �_L�^�7ˆ‰L

. 75
� : . 7 �K~LL

�

 �_

 �(

� 5^�75�� � �_L�^�7ˆ‰L
������� Š�  

 

where ��7 %�5‹�74
Œ‹�•+5_‰�7ˆ‰L� �� � �6 6 _� ����5‹�Žˆ6 ˆ^���ML‹‹��L�  

In MST-SA, the signature aggregation follows a bottom-up 
mode starting at leaf nodes. Following (4), each leaf calculates 
its node signature and tree signature. The tree signature is 
forwarded to its parent node. After computing its own node 
signature and receiving all its children nodes’ tree signatures, 
an intermediate node calculates its tree signature. Repeat this 
procedure till root’s tree signature is calculated. Alg. 3 
describes the details and Fig. 4 gives an example.  

 
Algorithm 3: MST-based Signature Aggregation Algorithm 
/*  Every node  74 in MST (except control server) processes: */  
/*  Calculates its node signature via BLS                              */ 
. I J

H " �,�M H� #I J
�� %• J 

/*  node’s tree signature includes its node signature            */ 
. I J�ƒl„„

H " �. I J
H    

IF     74 ��� leaf node 
Loop (until receives all children nodes’ tree signatures)  

/* 74 listens on the channel to receive tree signature */  

7•
jklm�ln
opppppq �74 : {�7• �� ||     MH� || ����. I ‘ �ƒl„„

H  }  
where ��7 •  is 74’s child nodes    

. I J�ƒl„„
H " . I J�ƒl„„

H � �. I ‘ �ƒl„„
H  

End Loop 
EndIF  
/*  74 sends its tree signature . I J�ƒl„„

H  to 74’s parent node 7� */  

74
jklm�ln
opppppq � 7� : { �74� || MH || . I J�ƒl„„

H };  where 7�  is 74’s parent  

E.  Our Integrated Authentication Scheme and Case Study  

1) Integrated Authentication Scheme 

Signature aggregation 
·  Distinct 7 nodes '� 0� � 1� 2 � I ) sign 7 distinct block of 

messages '’ “ ”
� ’ “ •

� 2 ’ “ •
) with their own private and 

public key pairs, ' �  0� #0� � �  1� #1� � 2 � I � #I �)  by our 
integrated authentication scheme, respectively. Each 
’ “ J

�}+L~L�5 � � 8 7  contains /  lists of packets, 

'’ “ J
0 � ’ “ J

1 � 2 ’ “ J
3 ), and every list ’ “ J

|  includes R 

messages, '& 0
| � 2 & T

| � ) }+L~L�• � � 8 / .  

·  Each node � 4 invokes a signature amortization scheme: 
Calculates the hash result for each list ’ “ J

| : 

 +4
| $ X N�YN�,O& 0

| � #4PWW 8 WW,–&T
| � #4—WW˜4��  

™Z@t@�• � � 8 /� �����˜4� time stamp; 
Signs each hash result: 

. 4
| � �,O+ 4

| � #4P�%J    ™Z@t@�• � � 8 / ; �5 � � 8 7  

IDA encodes hashes '+ 0
| 8 + 7

| ) and signatures '. 0
| 8 . 7

| ) 
Forward messages ’ “ J

� b&c 3�T  and results of IDA-En 
to � 4’s parents node � � : 

·  Each parent node, � �  invokes signature aggregation: 
Uses IDA-De to decode the received packets and to 
restore signatures and hash results. 
Verify the embedded timestamp ˜ 4 to thwart the 
possible replay attacks.  
Calculate the aggregated tree signature as follows: 

. “ š �ƒl„„
| " . “ š

| • . “ › �ƒl„„
|%œV

%;•                   (5) 
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Fig. 5.  Case study 
 

 where �� % is � � ’s child node;��_��ž�of�� �
� ’s children nodes. 

Signature verification –  
A verifier such as a control server processes as follows: 
·  Obtains 7 users’ Public keys, '# 0� #1� 2 # I );  

Aggregated signatures '. lkkƒ�ƒl„„
0 � 8 � . lkkƒ�ƒl„„

3 �);  
Messages�'’ “ ”

� ’ “ •
� 2 ’ “ •

);  

·  For a list �’ “ J

| � S’ “ ”
� ’ “ •

� 2 ’ “ •
U� • � � 8 / , calculate  

+4
| $ X N�YN�,O& 0

| � #4PWW 8 WW,–&T
| � #4—�� ������• � � 8 /  

·  For all received tree signature, performs verification: 


 Ÿ: . lkkƒ����ƒl„„
|

I

|;0

� � �  � : 
��:O+ 4
| P�� #4�

3

|;0

I

4;0

���� �¡�  

2) Case Study 

In Fig. 5, we give a case study to further demonstrate how 
our scheme executes: a smart meter, ‹M  and a concentrator, ¢ 
authenticate its own packets, ’ Y£  and ’ ¤ , each of which 
contains /  blocks and each block has R packets. A control 
server, ¢¥ verifies signatures. First, Alg.2-Signature 
Amortization is used by ‹M  to sign every block by amortizing 
R packets. Eventually, /  signatures {. Y£

0 � 2�. Y£
3 } are 

generated for corresponding blocks. After IDA encoding the 
signatures and hash results, the ‹M  forwards the plaintext 
message ’ Y£  and the output of IDA-En to ¢ which, in the 
MST tree, is ‹M ’s parent node. ¢ not only authenticates its 
own messages ’ ¤  but decodes ‹M ’s packets by IDA-De. Then 
it uses Alg.3 - MST-based Signature Aggregation to generate 

the tree signatures {…. ¤�ƒl„„
4 8 ) . ¢ sends messages to the ¢¥ 

which is ¢’s parent node. Following formula (6), ¢¥ verifies 
all signatures in a batch. Only n+1 pairing operations are 
required for all �/ � R � 7�  packets. Failures occurred in 
Alg.1 and Alg.3 are diagnosed by � Tree (Alg. 4) and MST-
based tree (Alg. 5), respectively.  

V.  FAULT DIAGNOSIS ALGORITHMS 

A.  Fault Diagnosis Algorithm for Batch Verification  

While the batch verification fails, we present a � —
�~#� Tree-based (� Tree) algorithm invoked by a concentrator / 
control server to pinpoint the bogus signatures. Every node in 
a � —�~#  verification tree ̃  can be denoted as F �+� 5� ¦  
where + is the height (level) of the node and 5 is the index of 
the node at level +. There are two kinds of nodes in ˜ , leaf 
nodes and intermediate nodes. Each node is associated with a 
signature. Assume the concentrator receives Ž  signatures from 
a smart meter. We generate Ž  corresponding leaf nodes. Each 
of them is assigned a unique signature among Ž  signatures. 
The intermediate node’s signature is the multiplication of all 
its children nodes’ signatures. Refer to (7) on how to calculate 
signatures associated with nodes in ˜ .  

. §N�4¨ "

…
©
†

©
‡

. 4������������������������������5^�7§N�4¨ � ªL�^
�
�

: . §N«0�¬4«V¨

V§¬

V;• 6

���5^�7§N�4¨ � ªL�^

��������� �­�  
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Fig. 6.  Trinary tree-based fault diagnosis algorithm (note: . ®� . ¯  are fake) 
 

The fault diagnosis verification algorithm starts at the root 
node which, at first, is pushed into the stack. Keep popping up 
nodes in the stack and verifying their signatures. If there is a 
verification failure, all this node’s children nodes are pushed 
into the stack. Otherwise, there is no need to verify any of its 
offspring. Repeat this procedure till the stack is empty. It is 
addressed in Alg. 4. Our approach is more efficient and more 
flexible compared with [9]. As an example, Fig. 6 illuminates 
the trinary verification tree which means � � ‚ .  

 

Algorithm 4 : � Tree fault diagnosis algorithm 
Array    FaultSignature[] " Ž�__;       
Stack     stack" Ž�__; 
Push (root, stack) 
While   (  stack � Ž�__   ) 
    nodePTR "  Pop(stack) 

IF ( (Verify ( nodePTR) by Formula (1) ) = FALSE) 
   IF  nodePTR is a leaf node 

FaultSignature[] " °u±²?³´µdu?±t@bc�+ nodePTR; 
Else Push (all of nodePTR’s children nodes, stack); 
End IF 

End IF 
End While 
Output  FaultSignature[]; 

B.  Fault Diagnosis Algorithm for Signature Aggregation 

In the MST-based signature aggregation scheme, when root 
node’s tree signature verification fails, we need locate the 
bogus signatures. We design MST-based fault diagnosis 
verification algorithm (Alg. 5) which is invoked by the root 
(here the control server) to pinpoint the forged signature: the 
control server requests each node in MST forward its tree 
signatures to its parent node. Repeating this procedure till all 
tree signatures are aggregated at the control server, our 
algorithm constructs a MST-based signature tree, in which 
each node is assigned with its own tree signature. After then, 
following the post-order tree travel algorithm, the control 
server explores and verifies each node’s tree signature till the 
root. If there is a failed signature . “ J�ƒl„„  signed by node � 4, 
this algorithm removes � 4’s contributions . “ J�ƒl„„  from tree 
signatures of all � 4’s ancestor nodes, '8 � � 8 )  as follows: 

Algorithm 5 : MST-based fault diagnosis verification Algorithm 
/* Control server processes the followings                                 */  
/*  (1)Asks all nodes in MST for their tree signatures . “ J�ƒl„„

H  and 
waits to receive them all 

     (2)Constructs the MST signature tree and assigns . “ J�ƒl„„
H    */  

Array  FaultSignature[] " Ž�__ ;       
Loop (every node � 4 in MST is visited by Post-order tree travels) 

IF   (  (� 4� �� leaf node) AND 
 � +4� #4� � 
�. “ J
H � ��   )  

/*   verify  � 4 which is a leaf      */ 
OR   (   (� 4� �� leaf node) AND  


O. “ J�ƒl„„
H � �P � O
 � +4� #4� � • . I ›

H%œV
%;0 P  ) 

 /*  verify � 4�which is a non-leaf node; ��7 % is � 4’s child node */ 
FaultSignature[]  + =  � 4  
For (all � � )         /*        �� �  is � 4’s ancestor            */ 

. “ š �ƒl„„
H =. “ š �ƒl„„

H  / . “ J
H   

EndIF 
End Loop 

. “ š �ƒl„„  =  
. “ š �ƒl„„

. “ J�ƒl„„
¶                             (8) 

where �� �  is � 4’s ancestor   

C.  Integrated Fault Diagnosis Algorithm  

An integrated fault diagnosis algorithm is designed to 
pinpoint bogus signatures for the scenario in section IV (E). 

After calculating /  tree signatures '8 . lkkƒ����ƒl„„
| 8 ) , the 

control server, as the root node processes steps as follows:  
1) Follow formula (5) to calculate integrated signatures. 

b.“ J�ƒl„„
| c3�I  where 5 � � 8 7� ��• � � 8 / . 

2) Follow formula (6) to verify integrated signatures, 
• . lkkƒ����ƒl„„

|I
|;0 . 

3) If step 2 fails, invoke Alg. 5 MST-base Fault Diagnosis 
in which when a node’s verification fails, invoke Alg. 
4·� Tree fault diagnosis to locate bogus signatures. 

VI.  PERFORMANCE EVALUATION  

A.  Performance Evaluation for Authentication Schemes 

Evaluation of communication & computation cost  

Table I evaluates the communication and computation cost 
for scenarios we mentioned in Section IV (E). Note that the 
modular exponentiation operation costs higher than the pairing 
operation. Both of them execute hundreds of times heavier 
than modular multiplication [1]. According to Table I, we find 
that our authentication scheme is the most efficient: the 
number of pairing operations at the concentrator end is 
significantly reduced by � �/R�¶  and the number of modular 

exponentiation operations at every meter is steadily dwindled 
down by �

R¶ . Moreover, our proposal forwards the least 

number of signatures. We conclude that our proposal gets 
substantial performance gains.  

Delay for Authentication Message  

The authentication delays for per-packet signing and per-
signature verification approach (e.g. regular BLS) and our 
scheme are listed below. Note that the signal propagation 
delay is not included since it is negligible (CS: control server). 
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TABLE I     PERFORMANCE COMPARISON AMONG AUTHENTICATION SCHEMES. 

 

Schemes 
Computation  Packet Buffering Communication 

Receiver Sender Receiver Sender One link Over Minimum Span. Tree 
Regular BLS [5] 
PerSig-PerVeri 

 

� /R � � � ¸ G � ¹ �  
 

� /R � � � º G � ¹ �  
·  ·   

� /R � W»W /R W»W¼½ ¾¿À

WÁW

À; Â
 

 

Batch BLS [5] 
 

� R� � � / G � � ¸ G / ¹ �  
 

� /R � � � º G � ¹ �  
 

/  
·   

� /R � W»W /R W»W¼½ ¾¿À

WÁW

À; Â
 

 

SAm [23] 
 

� / � � � º G � RG � � ¹ �  
 

� / � � � º G � RG � � ¹ �  
 

R 
 

R 
 

� / � W»W / W»W¼½ ¾¿À

WÁW

À; Â
 

 

MABS-B [26] 
 

� R� � � / G � � ¸ G / ¹ �  
 

� /R � � � º G � ¹ �  
 

/  
·   

� /R � W»W /R W»W¼½ ¾¿À

WÁW

À; Â
 

 

M-SAIDA [12] 
� / � � � º G � ¹ �   
+�/ ¼7 ¼M ¼º  

� / � � � º G � ¹ �   
+�/ ¼7 ¼M ¼º  

·  ·  I

£
� / � � W»WG W¹ W) 7

M
� /R � � W»WG W¹ W� ¼½ ¾¿À

WÁW

À; Â
 

 

EMSS [17] 
� R� � � / G � � º G

/ ¹ � +�� /R � ¹  

 

� � º G � ¹ � +�� /R � ¹  
 

/  
·  W»WG ‰� /R � W¹ W ·  

 

Ours O� / G � � ¸ G / ¹ P¼ 
� � RG � � ¹ )+�/ ¼7 ¼M ¼º  

� / � � � º G � RG � � ¹ �  
+�/ ¼7 ¼M ¼º  

 

/R  
 

R –
I

£
—� / � � W»WG

W¹ W���� �

7
M

� / � � W»WG W¹ W� ¼WÁW�

Notes: In Table I, we calculate the performance following the case described in sub-section IV-E. /� R� 7� and M are defined the same as the case study. 
 For computational cost, ¸  stands for pairing, º  exponentiation, ¹  hash, Ã  modular multiplication. 
 For communication overhead, W»W denotes the signature size, WÁW the number of nodes in MST, Ä¿ÅÆÇ the number of nodes in a sub-tree rooted at node.  
 
TABLE II   PERFORMANCE EVALUATION FOR MST-TREE FAULT DIAG. ALG. 

 

Scenarios 
 

Computation 
Communication in MST 

With SAg Without SAg 
Best(star) � Ž ·  � � È G � ¸ G � ¹ �  (N-1)�W»W (N-1)�W»W 
Worst 
(line) 

� Ž � Ž · � � É� � È
G Ž � � ¸ G � ¹ �  

(N-1)�W»W (N(N-1)/2)�W»W 

Average 

(� Tree) 
 � � +� + · � � ÉÊ� È
G +� ¸ G ¹ � �  

� + · � �  
 W»WÉ�  

� +� + · � � � � 
 W»WÉŠ 

Note: È means Modular Division. Others are the same as Table I. 
 

˜ Ë„lÌ4ÍË„lÎ„l � ˜ Ï„ƒ„l�Ì4ÍI4IÍ G ˜ Ï„ƒ„l�Ì„Iƒ          

G��˜¤Ì�!„•„4Ð„ G ˜ ¤Ì�Î„l4jÑ  

G�Ò �˜ Ï„ƒ„l J�!„•„4Ð„ G ˜ Ï„ƒ„l J�Ì„Iƒ �V
4;0            (9) 

˜ Ó“lÌ•N„£„ � 7��˜ ¤kVV„•ƒÔVk•HG ˜ ÕÖ×Ø„I � G ˜ Ï„ƒ„l�Ì4ÍI4IÍ   

G˜ Ï„ƒ„l�Ì„Iƒ G ��˜¤Ì�!„•„4Ð„ �G 7˜ÕÖ×Øn„ G ˜ ¤Ì�Î„l4  

G ½O˜ Ï„ƒ„l J�!„•„4Ð„ G ˜ Ï„ƒ„l J�Ì„Iƒ G ˜ £“V6P

V

4;0

���������� ��(�  

According to formulas above, there are two kinds of 
operations causing the delay, 1) the signing, verification and 
IDA operations which, together, take around 20 ms in average 
in our practical experiments mentioned later, and 2) the times 
to collect the whole block of data and to forward them. The 2nd 
causes are flexible depending on the block size (chosen by the 
smart meter) and rates of communication channels. However, 
if the smart meter selects the appropriate block size, the 2nd 
causes are trivial, comparing to execution times of the 1st 
causes. Thus, the total delay time is affordable for metering 
data which can be tolerant to delay up to a few minutes [23]. 

Payload concerning with Authentication 

In our authentication, a message M is 512 bits, the BLS 
secret key length 163 bits, the BLS public key length 171 bits 
(x-coordinate), and the signature .  171 bits (vs. 1024 bits in 
integer RSA as formally proved in [5]: a n-bit BLS signature 
provides the same level of security as solving a Discrete Log 

 

TABLE III      PERFORMANCE EVALUATION FOR � TREE FAULT DIAG. ALG. 
 

Algorithms Number of Verifications (Ù forgery sign.) 
Average Case Worst Case 

 

Binary Tree 
[9] 

� ½ � 4Ÿ� ·
¢ÚØ� Ú

1J¶ ��
%

¢Ú
%  

NØ0

4; •

� 
� �  � ²sµ1

Ž
 

G � � · �  

 

Trinary Tree ‚ ½ ‚ 4� � ·
¢ÚØ� Ú

®J¶ ��
%

¢Ú
% �

NØ0

4; •

 
‚ �  � ²sµ®

Ž
 

G
‚  · �

�
���� 

Problem over a finite field of size approximately � ÛI ). 
Normally, a smart meter 74 forwards a control server message 
M and the signature . . Therefore, the payload is 171 bits.  

Like other digital signature schemes e.g. RSA [14], at the 
beginning, on the PKI platform, BLS scheme sends 74’s public 
key (171 bits) and the certificate, ¢L~KI  (342 bits) issued by 
Certification Authority. 

Like other authentication schemes, we also encapsulate 
time stamps in packets to be against replay attack. Since it is a 
regular means, we do not discuss it here due to space limit. 

B.  Performance Evaluation for Fault Diagnosis Algorithms 

MST-based Tree: Table II evaluates the number of 
verifications required to pinpoint the bogus signatures as well 
as the number of signatures sent over communication channels 
in a MST-based tree. The worst case is that MST tree is a line 
with all bogus signature nodes located at the farthest away 
from the control server; the best is a star; and the average is a 
� · �~#  tree. Not losing generality, we assume that the 
control server receives Ž � Ò � 4N

4;0  signatures, in which   
signatures are bogus; + � ²sµ ¬ �Ž� · Ž G �� ;  � Ž : integers. 

ÜTree: Table III evaluates the number of verifications 
required to pinpoint the bogus signatures in a � · �~#  tree-
based fault diagnosis algorithms. We assume that concentrator 
receives Ž � � N signatures, in which   signatures are bogus 
(+�  ��and Ž  are all integers). Not losing generality, it can be 
represented by a � -degree balanced tree with height +, there 
are Ž � � N leaf nodes representing Ž  received signatures. All 
leaf nodes which are associated with bogus signatures require 
verification. So do their ancestors and their siblings.  
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Fig. 7.  Overall computational cost and communication overhead of our proposed scheme 
 

                                            
 

Fig. 8.  Experimental results for batch verification and signature aggregation on control server 

TABLE IV                                              EXPERIMENT PLATFORM 
Device Hardware Configuration Executed Components Fault Diagnosis 
Smart Meters Low:        Memory- 64MB; CPU-333MHz Signature Amortizations ·  
Data Concentrator Media:     ·  Aggregated Signature ·  
Control Server High:        Memory - 4GB; CPU-2.67GHz; Batch Verification � Tree-based fault diagnosis 

MST-based fault diagnosis 

TABLE V         EXECUTION TIMES (REPEATED 9 TIMES):     BLS SIGNATURE ON SMART METERS AND BLS VERIFICATION ON CONTROL SERVER 
Operations One BLS Signing Operation on Emulated Smart Meter  One BLS Verification Operation on Control Server 
Execu. times (ms) 11.8 19.4 17 10.9 44.8 17.8 8.9 7.9 17.8 2.19 2.2 2.37 2.24 2.92 2.18 2.2 2 2.6 

  
Worst scenario: When overlapped intermediate nodes are 

the least, the worse scenario happens. It occurs when   bogus 
signatures are evenly distributed on Ž  leaf nodes. The number 
of verifications for the worse case is:  

ÝL~5mlYƒ� Ž�  � �  � � � ²sµ ¬
Ž

 
G

 � · �

� · �
���������� ����  

Average scenario: the average scenario happens when   
bogus signatures are randomly distributed on Ž  leaf nodes. 
The average number of verifications is: 

ÝL~5�ÐÍ � Ž�  � � � ½ � 4Ÿ� ·
¢��ÚØÚ

¬ J¶ ��
%

¢Ú
%  

NØ0

4;•

����������� ����  

VII.  EXPERIMENTAL RESULTS AND ANALYSIS 

The goal of our experiments is to estimate the performance 
of our authentication scheme and fault diagnosis algorithms. It 
shows the feasibility of our schemes. Furthermore, it can help 
us determine the performance gains or additional cost 
introduced by our scheme at different scenarios. 

A.  Implementation Details 

Our experiments are executed on a platform simulated for a 
real AMI. The device configuration and corresponding 
components depicted in Fig. 2 are listed on the Table IV. We 
develop a software package which integrates components of 
Batch Verification, Signature Aggregation and � Tree fault 
diagnosis algorithms (e.g. Binary-tree Fault Diagnose, 
Trinary-tree Fault Diagnose, and so on). They are 
implemented by C language based on Pairing-Based 
Cryptography (PBC) library [29] built on the GNU Multiple 
Precision arithmetic (GMP) library [30]: GMP library 
provides arbitrary precision arithmetic APIs which are 
invoked by PBC to support pairing-based cryptosystem. Our 
implementation has been executed on Virtual Machine hosted 
by Oracle’s VirtualBox. Here is the detailed configuration of 
VM ·  OS: Ubuntu 11.10; Memory: 8 GB; Processor: Intel 
Core i5-M560 2.67GHz; Disk 7.9 GB.     
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Fig. 9.  Experimental results (Worst case) of � Tree fault diagnosis alg. to pinpoint bogus signatures (1 to 50) among 100 signatures on control server 

 

                                                  
 

Fig. 10.  Experimental results (Random case) of  � Tree fault diagnosis alg. to pinpoint bogus signatures (1 to 50) among 100 Signatures on control server  
 

In our implementation, we use the pairing-friendly elliptic 
curves and ÞOß� P� #1 �  ® G   with a 512-bit prime. For 
details, MNT elliptic curve of embedding degree 6 with order 
163 bits length and base field order 512 bits length are 
utilized. Moreover, in our scheme, we use a pair ( � # ) to 
represent a point on an elliptic curve group à F ÞOXáP. 
However, instead of the pair, only the x-coordinate of the 
signature point . � à  on elliptic curve group à  is sent as they 
demonstrate the same security level.  

B.  Experimental Results for our Authentication Scheme 

We first execute cryptographic primitives we implemented 
e.g. BLS signature, batch verification, signature aggregation, 
signature amortization, etc. individually. Thereafter, we 
execute our lightweight authentication scheme.  

 Computational Cost:  

a) BLS Signing & Verification: 

Our experimental result is listed in Table V. It shows that 
the times to execute a BLS signing on smart meter and a BLS 
verification on a control server range from 7.9 ms to 44.8 ms 
and from 2.0 ms to 2.92 ms, respectively. Average values are 
17.78 ms and 2.32 ms, respectively.   

b) Batch Verification on a Control Server: 

Fig. 8 (a) compares the per-signature verification scheme 
with the batch verification scheme in terms of verification 
execution times when the batch size ranges from 1 to 500.  

c) Signature Aggregation 

Fig. 8 (b) compares the per-packet sign & verif. scheme 
with the signature aggregation scheme in terms of verification 
execution times when signatures are signed by different smart 
meters. The number of smart meters range from 50 to 500.  

d) Overall Computational Cost 

Fig. 7 (a) shows the overall computation cost comparison 
between our integrated solution and the per-packet signing and 
per-signature verification scheme. It demonstrates that the 
entire computational times are significantly decreased. It 
matches with our performance assessment: the numbers of 
verification and signing operations are dropped by �

�/R�¶   and 
�

R¶ , respectively. 

Communication Overhead: 

To evaluate our authentication scheme’s communication 
cost, we simulate it via Network Simulation-2 (ns-2) [31], a 
widely used simulation tool. The test scenario used in the 
simulation is: area (50 �  50 meters), 50 nodes, 10 repetitions, 
mobility ratio (10% mobile nodes), mobility mode (high 
mobility scenarios: random waypoint model with maximum 
speed 20 m/s), Zigbee and ns-2 (version 2.30). All smart 
meters are connected via MST. Each smart meter sends 200 
packets. Fig. 7 (b) shows that the number of transmitted digital 
signatures is reduced by around 50% after deploying signature 
aggregation. Since signature amortization scheme reduces the 
number of signatures from R to 1, our proposal reduces the 
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overall signatures by â � ã ���R�� .  

C.  Experimental Results for Fault Diagnosis Algorithms 

To evaluate the performance of our fault diagnosis 
algorithms, we demonstrate the times required to pinpoint the 
bogus signatures. The times to generate, initiate, delete and 
cleanup the fault diagnosis trees are counted in. Fig. 9 (a) and 
(b) depicts the times required to pinpoint from 1 to 50 forgery 
signatures among 100 signatures when using binary tree, 
trinary tree, 4-ary tree, 5-ary tree, 10-ary tree, 20-ary tree, 30-
ary tree and 50-ary tree. Fig. 10 (a) and (b) is a similar 
experiment. The difference is that Fig. 9 focuses on the worst 
scenario with evenly distributed bogus signatures among 100 
signatures and Fig. 10 on an average scenario with randomly 
distributed bogus signatures. The performance depicted in Fig. 
10 is slightly better than that in Fig. 9. Furthermore, we find 
that in both Fig. 9 and Fig.10 when � � ä , � Tree performs 
the best and when � � ��  � Tree performs the worst.  

D.  Analysis 

Security Analysis: As security has already been formally 
proved in BLS scheme, Batch BLS [5], Signature 
Amortization [16] and Signature Aggregation [4], we will not 
discuss them in this paper due to limited space. Utilizing time 
stamp can protect our scheme against the replay attack. How 
to protect our authentication scheme against regular threats 
such as Denial of Service (DoS), Byzantine attacks, side 
channel attacks, etc., are important. They will service as our 
future research. 

Requirement Satisfaction Analysis: the realization of our 
authentication scheme presents an exciting consequence to 
validate lossless data aggregation in AMI since: 1) The 
authentication of metering data with amortized signing 
capability enables the senders (smart meters with limited 
resources) sign a block of messages with significantly 
improved efficiency; 2) The batch verification provides 
receivers (concentrators or control servers) the ideal ability to 
decide how many signatures they opts to verify in a batch; 3) 
The signature aggregation scheme reduces the communication 
overhead by around 50%; 4) Our scheme provides the robust 
resilience against authentication packet loss and a fault 
tolerance architecture against single point failures. 5) Most 
importantly, a couple of novel fault diagnosis algorithms are 
proposed, designed and implemented to pinpoint the bogus 
signatures in practice. 6) Despite that our scheme introduces a 
delay, it still complies with the delay limit for AMI regulation.   

VIII.  RELATED WORKS 

 A few pioneer authentication researches for the smart 
grids have been presented. They can be categorized into pair-
wise symmetric key schemes [2], [24], public key digital 
signature schemes [20] and one-time signature [13], [22].   

Symmetric key encryption-based scheme: Bartoli et al. [2] 
propose a secure and lossless aggregation protocol in which 
the pairwise key plays the authentication role. Nevertheless, 
costs to establish presumed pairwise keys and key 
maintenance cost need be included. Wu and Zhou [24] 

propose a key management scheme and authentication 
services through the usage of the well-known Needham-
Schroeder protocol to generate session keys. Fouda et al. [7] 
propose a lightweight authentication scheme in which smart 
meters first generate session keys via Diffie-Hellman key 
exchange. The subsequent ones are updated through the hash-
based authentication code technologies. Chao et al. [6] adapts 
RFID communication standard security protocol via using the 
one-time password to provide the authentication. 

Public key-based schemes: So et al. [20] propose an 
Identification-Based Signcryption (IBS) approach based on 
elliptic curve system to provide authentication services. 

One-time Signature schemes: Reyzin and Reyzin [18] 
proposed HORS, one of the fastest OTS which only utilizes 
one hash operation while signing a message. However, its 
typical signature size is 130 bytes and its public key size is 
also large. Wang et al. [22] propose TV-HORS, a time valid 
OTS relying on one way hash chain and time valid model for 
power grids. It provides significant efficiency for signing / 
verification operations, buffering-free data processing and 
being tolerant to packet loss. However, its public key size 
amounting at least 8KB is relatively large to constraint AMI 
communication channels. Li and Cao [13] proposed TSV, an 
OTS scheme based on one way hash functions for smart grids. 
It substantially reduces both its public key size down to 1.28 
KB and its signature sizes down to 80 bytes benefiting from 
allocating the increased computational cost. However, in AMI, 
more reduction is required by AMI in terms of communication 
overhead.   

Fault-Diagnosis: a binary tree-based fault diagnosis [9] 
scheme is presented to find the fake signatures. But, the 
assessment for the random and the worst cases is not provided. 
Neither does practical experiments. Its performance need be 
optimized as, most of the times, the binary tree performs the 
worst according to our evaluation and real world experiments.  

Digital Signature Schemes: A number of authentication 
schemes have been designed to validate multicast, but not 
specifically for smart grids. Boneh et al. [5] propose the batch 
BLS digital signature scheme. Park et al. [15] propose the 
amortization signature scheme featured with the packet loss-
tolerance service (namely, SAIDA). Li and Sampalli [12] 
further extend SAIDA to specifically protect digital signatures 
over more lossy channels. Wong et al. [23] propose Tree-
based technologies to sign packets via hash functions; Zhou et 
al. [25] propose batch verification schemes which not only 
provide perfect resilience to packet loss (namely, MABS) but 
alleviate the DoS impact (namely, MABS-E); Perrig et al., 
counting on symmetric key scheme, propose TESLA [17] to 
efficiently authenticate a multicast via uncovering the 
authentication key to the next message. Guo provides 
UBAPV2G authentication protocol [8] for Vehicle-to-Grid 
communication based on batch verification. 

IX.  CONCLUSION 

Recently years have seen authentication challenges ranging 
from theft of electricity to malicious demand-supply attacks in 
AMI or smart grids. Authentication for data aggregation in 
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AMI is a critical issue for the smart grid’s security. 
Unfortunately, previously proposed authentication schemes 
employ the standard authentication protocols, symmetric keys, 
OTS, or the per-signing per-verification public key schemes to 
validate messages. They have limitations in one or more 
aspects. Some of them are computing and communication 
intensive; some are vulnerable to packet loss, and some have 
complicated key management issues. Furthermore, efficient 
tools to pinpoint the forged signature are not provided. In this 
paper, we integrated several efficient signature schemes to 
significantly reduce costs to achieve the authentication goal. 
Our proposal is an efficient scheme to satisfy requirements 
from differed parts in AMI ranging from resource-limited 
senders, heterogeneous receivers, constraint lossy channels, 
etc. Fault diagnosis algorithms are presented to detect the 
failure points and minimize the fault execution time.  
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