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Abstract — The recently emerging Advanced Metering
Infrastructure (AMI) is envisioned to be one of the most
prominent features of the smart grid. Security, esecially
authentication, is crucial for the success of largecale AMI
deployment. Unfortunately, AMI's natural requirements —
efficiency, scalability, fault-diagnoses and relialtity — cannot be
fully satisfied by existing authentication schemes:pper-packet
signing and per-signature verification public key shemes, one-
time signatures, or pairwise key-based symmetric enyption
algorithms. In this paper, we propose new authentation
architecture for AMI to validate the delay-tolerant metering
data. We propose not only a set of efficient authéication
schemes, but more importantly, their corresponding fault-
diagnoses algorithms. We implement our system on enated
smart meters and commodity servers. Experiment rests on
simulated real-world scenarios demonstrate the praicability of
our proposed system. It merely incurs substantiallylighter
overheads than those by the existing schemes, while can
effectively address the formidable authentication lgallenges in
AMI.

Index Terms —Authentication, digital signature, fault
tolerance, fault diagnosis, smart grids, verificatn.

|. INTRODUCTION

Thus, authentication schemes are vital to validiatedata
in AMI. This paper is motivated by essential nedds
customized authentication schemes in order to wevifether
the lossless aggregated data in AMI is originated elaimed.
Followings are two selected examples among many tha
demonstrate the pressing need for a suitable atith&on
mechanism. 1) Through spoofing a forged meter ID, a
malicious smart meter may possibly falsify poweages data
by claiming its power consumption to be others’isTtesults
in free electricity consumption by the attacker finaincial
loss for the victim. 2) Within a demand-supply éfmity
system, an attacker will very likely alter originglower
demand values or inject bogus ones. Deflating tbeiaa
demand values could lead to a blackout, while imitathem
could result in extra costs for the utility.

Nevertheless, designing an appropriate authertitati
scheme for AMI is a challenging task because:Litited
resources of sendersThe senders, i.e., smart meters, are
usually equipped with low-end processors and lichéenount
of memory, both of which hamper the execution oéwue
computing operations. 2Heterogeneousness of receivers
diverse receivers such as concentrators or cos@lers are
equipped with various devices. Thus, efficiencyuésshould

THE smart grid facilitates smart energy manageme@ comprehensively considered to satisfy each oiseth
through active deployments of\dvanced Metering receivers. 3fonstraints of communication channefgireless

Infrastructure (AMI) in our society as part of a global trendchannels, which are commonly used in many AMI sgtean
Smart devices in AMI monitor and report statistasout Only offer limited bandwidths and packet losses ossible
virtually every aspect of the grid infrastructurg integrating [33]. Thus, low communication cost and reliabildf/services

the modern communication, control and
technologies. However, there is an inherent draWlodAMI.

On one hand, it can significantly improve energficefncy,

enable consumer’s involvement, facilitate demarspoese,
and shave peak electricity usages, etc. But, omtier hand,
the security of AMI is a pressing challenge thatréasingly
affects all the consumers. AMI’'s newly integrateminponents
may raise the probability of security threats edato data

intelligencare desirable. 4jiuge volumes of datdhe amount of data for

AMI will exhibit an increase of an order of magrd&iwithin
the next ten years [7], [32]. Hence, the authetiboasolution
needs to be efficient and scalable. Bglay-tolerance Data
monitoring for noncritical equipment can be delajeda few
seconds up to a few seconds to a few minutes deygetioe
type of data. For ordinary meter reading, it cangeafrom
minutes to hours [27]. 6Yital demands for fault protection

collection and communication [15]. The communicatioand fault diagnosis The nature of AMI highly demands

systems in AMI can possibly be vulnerable to forggrand
unauthorized modification of data if AMI's
characteristics are not appropriately taken intmant [25].
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reliability and availability. Hence, to minimizedhotal outage

unique/ fault times, fault-tolerance and fault diagnosesvices are

essential.

Pioneer researches have explored ideas and appsoazh
authenticate data emphasizing on one or more of the
abovementioned characteristics of AMI. However, enaf
them can fully satisfy all requirements simultarnggu
Pairwise key based symmetric encryption algorith®s[24]
raise complicated key management issues and maitgato
require an unconditionally Trusted Third Party ()T®ublic
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limited bandwidths. Thus, we integrate the sigratur
aggregation scheme [4] together with the virtugketre.g.,
Minimum Spanning Tree (MST) [21]), a logic topology
through which the data is aggregated in AMI netwgorkiso,
we observe that the possible packet loss over AMI
communication channels violates the smart gridigbédity
requirements. We utilize the Information Disperaijorithm
(IDA) [12] to achieve the tradeoff on loss channgspaying
Congoaraioy the extra communication overhead for fault toleeaagainst
A T signature packet loss. Our experimental resultsvsthat this
A — strategy offers sizable performance gains.
\/\@//\//\/ O This paper extends our previous research [10] bysging
neentrator SmartMeter | more on the fault diagnosis aspect. We design ategjiate a
set of fault-diagnosis algorithms, e.g.Tree and MST-based
key signature schem§®0] that utilize the per-packet signingtree, to pinpoint the forgery / error signatures.séftware
and per-signature verification scheme obviouslydlei prototype is developed to accomplish both our atbation
expensive computation co€dne-Time Signature@TS) [13] scheme and faults diagnosis algorithms. We implémen
feature instant signing and verification but sigmiftly Cryptographic primitives and other schemes inclgdihe
consumes the network bandwidth by its sizeableasige. batch verification, signature aggregation, treesbdadault
Furthermore, repeatedly distributing large OTS jmuleys diagnosis algorithms, etc., and combine them inéosbftware
encroaches upon the already crowded communicati@i®totype. It is then executed on the simulated Adéitform
channels of AMI.Signature amortization-based schenfi23] Wwith emulated smart meters and commodity servers.
cannot curtail expensive verification costauthentication Performance evaluation and experimental resulta/shat the
delay-based approachesich as TESLA [17] are not designed@uthentication goal is attained and AMI's regulgtatelay
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Fig. 1. AMI architecture

to sigh messages or to verify signatures in a baotie.

In this paper, we propose an efficient and reliadubeme
to authenticate delay-tolerant data (e.g., powersamption
data, meter events, alarms, etc.) aggregated froantsneters
to AMI infrastructures over lossy communication ehals.
We opt for digital signature schemes [5], inste&dtbers, as
the authentication primitive. When the data conegat /
control server is out of service, the backup ormdihg smart
meters’ public keys and the synchronized revocaligtncan
verify the digital signatures without any furtheetigps or
configurations. This solves the single-point faélysroblem.
However, signature schemes incur heavy computatumst,
which is not affordable for most smart meters doetheir
limited computing power. Thus, it is necessary éduce the
number of signing and verification operations.

In order to address the above requirement, we [s@®@m
architecture which accommodates a set of
cryptographic primitives to significantly decreabe number
of expensive public key operations: the senders keown as
smart meters need not sign each packet generatdiécted at
their ends. They deploy the signature amortizatémhnology
to sign a block of packets with a single signingmion. The

multiple receivers here known as the data conctmtra

/control servers can accumulate a number of sigestand
verify them in a batch. This extensively reducesntmber of

efficien

requirements are also met.

Il. BACKGROUND AND MODELS

A. AMI Network Model

As depicted in Fig. 1, AMI consists of smart endmédrt
meters), data concentrator units (briefly, concdnt) and the
AMI headend (control servers). The communicatiotwoeks
connecting them together can be wireless (e.ghe&y

Smart meters installed in customers’ dwellingsexilidata
(e.g. power consumption data, meter status, etith an
interval seconds [28]. The data is broadly utilized for the
purposes of diagnoses, troubleshooting, measurement
controls, etc. They all will be reported to coneatdrs and
subsequently control servers, periodically or iameal-time,
depending on which kinds of data collection techgas are
d§ployed in AMI: The Zigbee polls data with a 15aniie
Interval; The Wi-Fi opts to collect data in neaalréme. The
packets are forwarded in a high frequency but witklatively
short length. Concentrators which are strategigadigitioned
in substations collect information from multiple armmeters.
They relay gathered data to control servers. Nbtsalart
devices can communicate with the concentrators ntrab
servers directly [33]. Intermediate devices coofgeraith
others in relaying packets till the packet readtetarget.

verification operations and enhances the authdidita B. Security Assumption and Scopes

scheme’s scalability. Despite the introduced birdfgrdelay,
our approach can still satisfy the delay allowafuzemetering
data in AMI which can be from a few seconds up tfew
minutes depending on the type of data.

We note that minimizing the communication overhead
key requirement as AMI communication systems, &ighee
[33] or Power Line Communications (PLC) [27], aré

Security Assumptiorwe assume that smart devices such as
smart meters, etc. are tamper-resistant and deviestations
are deployed to validate smart meters, etc. Furtbex, we
assume the availability of the PKI deployed initi¢is [14].
Moreover, we assume that both the control servecteatrator
and backup control server hold public keys of snmaeters

Oand the synchronized revocation list. At last, wespme the



deployment of time synchronization mechanism in AMI
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phasor data frame), one-time signatures (e.g. bit84n TV-

Scopes this paper is limited to authentication. OtheHORS [22]) as well as their public keys (e.g. 10t In TSV

security topics such as confidentiality, privacyeggrvation
[11], and attack prevention, etc. also play critioales but

[13], 80KB in HORS [18]) not only misspend the cwamt
bandwidth but also cannot be easily accommodated.

beyond our paper's scope. The -confidentiality cam b The authentication scheme relying on digital sigreg

accomplished via the usage of encryption algoritlng. 1D-
based pairing [3]). Countermeasures against attaokb as
Denial of Services (DoS) will be our future reséarc

[ll. AUTHENTICATION PRIMITIVES

A. Selection of Authentication Primitives

(e.g. RSA, DSA, BLS, etc.) present itself a praadtimption for
delay-tolerant data aggregation in AMI: 1) It isultatolerant

because a backup / alternative control server ota da

concentrator containing the smart meter's publiy kad a
synchronized revocation list can verify smart m&teligital
signature seamlessly without further pre-configorat 2) It
can accommodate the roaming PEV and process

Symmetric key encryption schemes, One-Time Sigeatuf yhentication request efficiently. 3) The key ngemaent is

(OTS) schemes and the public-key systems (digigalasures)
are widely utilized in practice for smart gridsAivi.
Authentication schemes [2], [6], [24] based on syefrin
key approaches are presented. The pairwise keyrechbows
that its rate of data throughput is high and itg lemgths (e.g.
128 bits for symmetric key vs. 1024 bits for inted@SA
public key system) is relatively short. However, ritises
complicated key management issues: 1) A numbeepplirs
should be managed in a large AMI network which Itasim
the mandatory deployment of an unconditionally tedsT TP
(Trusted Third Party). 2) The frequency to refresssion
keys is high — the worst case is that each commtioit
session demands a new session key [14]. It imptiat key
managements of pairwise key systems requires exget@st.
Likewise, there are a few concrete limits whilelizitig

pairwise keys in the smart grid: 1) Data collectenmn smart
meters are forwarded to recipients such as dateecrators
in substations or control servers in utility comigsn Thus,
hop-by-hop pairwise keys are required. Or, a fewpbes of
end-to-end pairwise keys should be establishedvdmt a
smart meter and a data concentrator; between at sneder
and a control server (AMI Headend) [24]. 2) Althbumost of
smart nodes, e.g. smart meters are stationarye tmer still a
number of roaming nodes e.g. Plug-in Electrical idiels
(PEV) which roam to a new area frequently. A newwgae
key is required between a roaming PEV and the sparding
local concentrator or the control server. 3) Paewikey
schemes present a single-point failure. Once clsnsever /
data concentrator is out of service, a backup nmEshais
demanded to achieve complicated tasks: starting tve
mechanism to establish secure channels between seaatt
meter and backup / alternative servers and dateectrators.

OTS, constructed upon one-way functions or one-way

function chains can significantly reduce the corafiah cost

easier as only a functionally trusted TTP is reeglirThe “off-

line” mode as opposed to in real time is requikdts private
key / public key pair can be valid for long perigqasg. many
sessions or even years) [14]. However, its drawback also
manifest: 1) its throughput rates are significarglgwer than
best known symmetric key encryption schemes. Taimagers
its deployment on resource-limited smart meterst2key bit

lengths are long: to protect the digital signatair¢he security
level of 80-bit, RSA signature requires 1024 bESA 320

bits and BLS 171 bits [25] (TV-HORS [22] require®28

bits). The observation we argued for OTS in ternfs
communication overhead is equally applicable here.

A number of batch digital signature schemes e.jy.[H,
[26] are proposed for network settings other thaars grids /
AMI. However, if being deployed in AMI, they introde new
problems: 1) the AMI data aggregation needs specifid
more efficient solutions to satisfy its limited oesce in terms
of computation and communication.
algorithms are required as smart grids prioritizeultf
protection. 3) The validation in forms of implematibn in
accordance with real AMI platform is essential. %ihe
possible packet loss issue over AMI communicatibannels
should be counted into new solutions.

B. Digital Signature Schemes: BLS Short Signature

In this paper, we utilize the short signature soheof
Boneh, Lynn, and Shacham (BLS) [5] to authentickta in
AMI because of 1) its computational efficiency, @joved
security for not only the batch verification buethggregated
signature scheme and 3) the short key length. ©ubdy
Infrastructure (PKI) [14], [19] are used here teus / revoke
certificates and public & private key pairs for simaeters.

1) Bilinear map

at the sender and the receiver end. However, linitia Bilinear map [1] works as the basis of BLS signetur

deployments of OTS [13], [22] in smart grids suddbat they
have to generate the long length of the one-tigpagure (on
the order of 1K bytes) as well as distributeor -time usable

public keys. Communication components of AMI can be

composed of communication-constraint technologiesh sas

Zigbee (250Kbps) [33]. Data e.g. power usage, aarm

controls, events, billings, demand-response, ataollected
and transmitted over the channels. Considering tthatdata
collection in AMI demonstrates high frequency 2 seconds)
and transmitted packets are with short length @Bgbytes for

and are a cyclic additive group and a cyclic multiption

group generated by with the same ordeg, respectively. A

mapping satisfies the following properties:

for all , we have
, Where is an equation;

Bilinear:

algorithm to compute ;
Non-degenerate for the generator of
order of we have

is the

2) Fault diagsosi

Computable: there exists an efficient computable

its



Signature generation—
The sender, a smart meter with its private / pukdig pair
( #) calculates signatures as follows:

Given / messages&g & 2 & 3), computes+, $

, &, # where&, '( ) and5 66/;

Computes signaturg,” + , % ., and5 66/;
Batch verification —
The receiver, a control server/concentrator vegifié
signatures as follows:
| Tesvereaton | o s sasegaion || | omeaes -+ Obtains ngr;g;tu meter's public )“;&v
= 0 -1 - 3/

message® ¢ &; 2 & 3};

Calculated hash results:

Fig. 2. Architecture of our authentication scheand fault diagnoses alg.

2) BLS short signature scherjtg %, &4 # where +, -5 8/
Key generation- . - Performs verification:
Randomly selects " and calculates# $ : :
% . and# are the private and public keys 9+ g #< O 4 <
respectively; and# ;" is assignment; 40 4.0
Signature generation— The sender, a smart meter 2) Deployment of Batch Verification
calculates signature: Fig. 3 (a) is helping to understand how BLS signsl a

Given a message& '() *, computes+$  verifies packets individually. It shows that a stmareter=
, & # where, is a collision-resistant hashdigitally signs/ packets& ; 8 &3). Then, the concentrator
function e.g.MapToPointhash [3], [5] such that verifies signatures.§ 8. 3) one after another. Fig. 3 (b)

O I illuminates changes after deploying the batch icaiifon. The
y concentrator multiplies all signaturésg 8. 3) and then
Computes "+ * where. is signature; verifies the result with only two pairing operationAs the

Slgnature verification — The receiver, a control serverajring operation costs significantly higher thaaltiplication
or a concentrator verifies the signature:[1], the batch verification expressed Alg. 1 gains efficient
Obtains sender’s public ke, signature. and performance for the concentrator / control server.
messag& , performs+ $, & # ;

Performs verification: + # . : Algorithm 1: Batch Verification
/* A concentrator obtains smart metér's public key# and
IV. PROPOSEDSOLUTIONS decided , the number of batched signatures. */
% 1 . *
In this section, we propose an efficient authetitca [ The foncemrator..processes the followings: !
?@Ac ?@Ap

approach to legalize the data with markedly lowegnisg and For (K (; EF/: K EG )
verification operations and noticeable reduction of ’ ’

. Listens on the channel and receive{’ .}
communication overheads.

KLMy" KLMy , C&/\; #F

A. Our System Model KLMg" KLM¢ .}
As depicted in Fig. 2, our integrated authenticaoheme  End For
includes three components: signature amortizatibatch I* Verifies/ signatures sent from smart meter !
verification and aggregated signature. Each of theeimvoked IF KMy # KLMq ) _
by smart meters, control servers and intermediaties (e.g. a calls *Alg.4  Tree-based Fault Diagnosis’;
smart meter or concentrator), respectively. Owegrdated fault End IF
diagnosis algorithms will be described in sectian V C. Signature Amortization for Package Blocks
B. Batch Verification Most smart meters are resource-constraint. Indallglu

signing each packet is a huge drain on the smaterige
processing capacity. We deploy the Signature Amatitn
K)SAm) scheme which sign® packets via one signing
operation but provides the same level of secutii},[[16].

At the concentrator or the control server end, esighature
needs to be verified for the regular digital sigmatscheme.
We deploy the batch verification scheme, for sale
performance gain, which provides the same levedeufurity
but reduces the number of verification operationsnf/ to 1) Signature Amortization (SArf2]
when verifying/ signatures signed by the same smart meter. sam Signature generation-

1) Batch Verification3], [5] The sender, a smart meter with its private / pukdig pair

Batch verification is invoked by a control server a ( #) calculates a signature ov@packets:

concentrator to verify signatures in a batch.



Fig. 3. Efficient authentication scheme — batctifieation and signature amortization

GivenR messageS&, &; 2 & U via adding redundancy informatioM(F 7). 7 pieces are
forall5 8 R computes amortized over7 packets. Even if only out of 7 packets
%, &4 # wher&, '( ) arrive at the concentrator or the control served, ethe

+w$ + WW8 WW+ whereWl/concatenation Signature still can be decoded and finally be iestiby IDA
+$X yyn + vy whereXy yy: hash function [14] algorithms due to redundancy messages. Refer {of¢t2he
detailed algorithm.

Computes " , +# % where. is signature;
?ﬁm Vern_‘|cat|on - trol / trator ieTiR Algorithm 2: Signature Amortization (SAm) Algorithm
. € :ecewer,fa" Con. rol server /- concentrator e [* each smart meter, signs a block of messageg 2 &g */
sigha urgs as loflows: , . Z" NI /* store hash result of the block  */
Obtains smart meter’s public K&y Calculate +," , &y #;Z" +r ZW+, wheret 8 R
Slgnature , N " + # S N # %
message® o &; 2 & 1}; I* Get n slices of usage data. i corresponds torsmeter7,*/
Calculates hash results: “bcipc2 e efghid” d A
+,5, &, # where5 8 R /* Get n slices of hash result of usage data */
For all+, + $ X yyn ToWW 8 WW+ ZbcZpc 2Zpdc efghid __ ydA
Performs verification: For (K" 1; oK G
+# # [* reassemble data and hash; send results to paredes */
! : jkim In
. L 7. 0p003009 (7.'s parent node) &\ ..k ¢ W+k ¢}
2) Deployment of Signature Amortization (SAm) [* Concentrator receiveM slices of data from its children nodes */

Fig. 3 (c) demonstrates how SAm signs and verifes rsdr@d?tu?s\éwaerVSf/ di{.4L c.4 c2 . 4Mc}
messages. At the smart meter end, SAm utilizesnabeu of wxwa
hash functions and only one signing operation. Canevith - CrSdr@d?t”?Sz po{ s { *4D C 44D C2b|+ 4bkv|hc }h y
the regular BLS illuminated in Fig. 3 (a), SAm dgised in f)nfentrator reconstructs signature block has
Alg. 2 is more efficient since a hash function spends hmuc a’ IDA-De (b cC.pc2. Mg
| g . : iy P Z." IDA-De (+b C +b c 2+ ,bM3
ower computation cost than an exponential opematio /* Concentrator performs verification %/
Furthermore, the lossy communication channels inl AM
have restricted resources and channel instabfgyes which

can probably lead to packets loss during data mné&sson. In _ _
AMI, power control messages, for example, own high®. MST-based Signature Aggregation (MST-SA)

priority over metering data. When the congestiooues, it is Each signature should be sent over communication
possible to drop the metering data and its cormedipg channels for both batch verification and signaturertization
signature. Therefore, a block of packages cannaebified if schemes. Considering the length of a signature, (&7d. bits

its signature is lost. To avert this instabilitye vinvoke the for BLS vs. 1024 bits for integer RSA [5]), the lied
previous research by the first author, namely M{3Al bandwidth of AMI wireless communication is over-samed.
(Modied Signature Amortization Information Disperds Our authentication scheme deploys the signatureréfggion
Algorithm) [12]. A signature is divided intt slices which (SAg) scheme that saves communication cost viaeggding

are encoded int@ pieces but with the same size for each paatfew signatures into a single one, only whiclrassmitted.

+, # .z




Fig. 4. MST-based signature aggregation for smaters

1) Signature aggregatiof#]
Signature aggregation [4] is used by intermediaides
such as smart meters or concentrators to aggrsiggtatures.
Signature aggregation
Distinct 7 nodes7, 7, 27 ,) sign7 distinct messages
‘&g &1 2 &) with their own private keys,
"o 12 ) byBLS scheme, respectively:
Calculater; $,0& | #P }HL~-L+ 87
Obtains signatures: o 2 . ;) where.; $ + | %
is calculated by corresponding smart meters;

Aggregates aII7 S|gnatures into a single signature

o1zt B | 0
Signature verification —
The verifier such as a control server processésllasvs:

Obtains7 users’ Public keys#, #; 2#,);
One aggregated signaturey 1,5, );
Message& o &1 2 & };
Calculatey; $,0& | #P JHL~-L 1
Performs verification:I

87

P+

;0

| #

O-012I

2) Deployment of Signature Aggregation

In AMI, to minimize the communication cost, a viluree
(e.g. MST [21]) can be utilized to connect the ratwnodes,
over which, data is aggregated from the leaf nadeke root.
Our proposal, MST-SA integrates the MST structuiéh ithe
signature aggregation scheme. We ter$®T signature tree
(shortly, signature tree) which has the same noded

structure as MST. Each node, namglyrepresenting a smart

meter/concentrator, is associated with two sigmsstur
(. ,HJ . 75k-10- The former,. H Iy (namelynode signaturgis the
signature to sign a messalyg, by the smart meter, (we
assume that control server's node signature isTh¢. latter,

. IHJfI,,,, ’
rooted at node7, .
aggregation scheme — multiplying's node signature|HJ by
tree signatures of nod@&,s all children nodes7,, It is
described in formula (4):

75 5A7 LA 7 %L

H
ey 5h % _LAT %l

(

7 K~LL

(namelytree signaturg is the signature for a sub-tree
is calculated via the signature

where 7 o,5¢ 7% *+5_%o 7 %ol 66 5¢72°6™ ML« L
In MST-SA, the signature aggregation follows a dwtup
mode starting at leaf nodes. Following (4), eac talculates
its node signature and tree signature. The treeasige is
forwarded to its parent node. After computing itsnonode
signature and receiving all its children nodesetsignatures,
an intermediate node calculates its tree signaRepeat this
procedure till root’'s tree signature is calculatedlg. 3
describes the details and Fig. 4 gives an example.

Algorithm 3: MST-based Signature Aggregation Algorithm
/* Every node7, in MST (except control server) processes: */
/* Calculates its node signature via BLS */
M g #H %
/* node’s tree signature includes its node signatur
o, "N
IF 7, leaf node

Loop (until receives all children nodes’ tree signasjire

[* 7,4 listens on the channel to receive tree signature *
Jklm In

*/

70000 74:{7. Il Mull P}
where 7 . is7,4's child nodes
H w H H
“Pafl, o Tafl, 0 TS,
End Loop

EndIF
[* 7,sends its tree signaturé' 7, t074s parent nodg */

jkimIn

7.0 7 {7, [|My]]. ,Jﬂ }; where7 is7,'s parent

. Our Integrated Authentication Scheme and CasdyS
1)
S|gnature aggregation

Distinct 7 nodes 0 1 2 ) sign7 distinct block of
message$ «, '« 2’ . ) with their own private and

public key pairs, o # 1# 2 | # ) byour
integrated authentication scheme, respectively.hEac

Integrated Authentication Scheme

"« HL-L5 87 contains / lists of packets,
P74 27 3), and every list’. includes R
messages& (l) 2& T' )}H+L~Le 8/

Each node , invokes a signature amortization scheme:
Calculates the hash result for each’IiLth

+h $ X yyn 0& | #PWW 8 WW, #g—WW

™MZ@t@ e 8/ 7, time stamp;
Signs each hash result:
Joo+r Lypn mzat@e 8/;5 87

IDA encodes hashestl) 8 +|7) and signature's Cl) 8. 7|)
Forward messages ; b&c 3 and results ofDA-En
to ,'s parents node :

Each parent node, invokes signature aggregation:
UsesIDA-De to decode the received packets and to
restore signatures and hash results.

Verify the embedded timestamp, to thwart the
possible replay attacks.

Calculate the aggregated tree signature as follows:

| " “| o Y02V | (5)

. g flun 3 Ope + R flnu



Fig. 5. Case study

where ois ’schild node;_ Zof
Signature verification —
A verifier such as a control server processes lasfs:
Obtains? users’ Public keys#, #;, 2#,);
Aggregated signatures,ﬁk, i, 8. ,Ekf o )

’s children nodes.

Message$ «, "«, 2’ « );
For a list’ JJ S ., '« 2"+ Ue 8/ ,calculate
+ $X yyn 0& | #PWWBWW #— - 8/

For all received tree signature, performs verifaat
| | 3

O+
4;0

Y:.
[;0
2) Case Study

In Fig. 5, we give a case study to further demersthow
our scheme executes: a smart metdr,and a concentratot,
authenticate its own packetsy; and’' ., each of which
contains/ blocks and each block ha&® packets. A control
server, ¢¥ verifies signatures. First, Alg.2-Signature
Amortizationis used byxM to sign every block by amortizing
R packets. Eventually,/ signatures {9 2. ¢} are
generated for corresponding blocks. After IDA eringdthe
signatures and hash results, #M forwards the plaintext
messag€ vz and the output of IDA-En t@ which, in the
MST tree, is<M’s parent node¢ not only authenticates its
own message’s, but decodesM’s packets by IDA-De. Then
it usesAlg.3 - MST-based Signature Aggregationgenerate

|ka fl,, LP #Hoi

;0

the tree signatures {--:'fl,,,, 8) . ¢ sends messages to b
which is ¢’s parent node. Following formula (69¥ verifies
all signatures in a batch. Only+1 pairing operations are
required for all/ R 7 packets. Failures occurred in
Alg.1 and Alg.3 are diagnosed by Tree @lg. 49 and MST-
based treeAlg. 5, respectively.

V. FAULT DIAGNOSISALGORITHMS

A. Fault Diagnosis Algorithm for Batch Verificatio

While the batch verification fails, we present a—
~# Tree-based (Tree) algorithm invoked by a concentrator /
control server to pinpoint the bogus signaturesrizwode in
a — ~# verification tree™ can be denoted @& + 5 |
where+ is the height (level) of the node ahis the index of
the node at levet. There are two kinds of nodes in leaf
nodes and intermediate nodes. Each node is assbcidth a
signature. Assume the concentrator recefvesgnatures from
a smart meter. We generatecorresponding leaf nodes. Each
of them is assigned a unique signature amdngignatures.
The intermediate node’s signature is the multipiasa of all
its children nodes’ signatures. Refer to (7) on howalculate
signatures associated with nodes in

N

aLI\
+ 4
)

- 8N 4° + V§-

@, an

Ve

N
8N«0 ~4«V” 5 7§N 4"
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Fig. 6. Trinary tree-based fault diagnosis aldgwnt(note. ¢ .- are fake)

The fault diagnosis verification algorithm startstlze root
node which, at first, is pushed into the stack.Kpepping up
nodes in the stack and verifying their signatutethere is a

verification failure, all this node’s children nalare pushed c

into the stack. Otherwise, there is no need tofwarmy of its
offspring. Repeat this procedure till the staclempty. It is

addressed ir\lg. 4 Our approach is more efficient and mor

flexible compared with [9]. As an example, Fig.llGminates
the trinary verification tree which means,

Algorithm 4:  Treefault diagnosis algorithm
Array FaultSignature]] Z __;
Stack stack Z _;
Push oot, stack
While ( stack Z__ )
nodePTR Pop(stack)
IF ( (Verify (nodePTR) by Formula (1) ) EALSE)
IF nodePTR is a leaf node
FaultSignature[] °u+2?3" pdu?+t@b¢ nodePTR;
ElsePush(all of nodePTR’s children nodes, stick
End IF
End IF
End While
Output FaultSignature[];

B. Fault Diagnosis Algorithm for Signature Aggréiga

Algorithm 5: MST-based fault diagnosis verification Algorithm
[* Control server processes the followings */
I* (1)Asks all nodes in MST for their tree sigmasL - ;  and
waits to receive them all
(2)Constructs the MST signature tree and assi(jﬁm */
Array FaultSignature[l 2 __;
Loop (every node 4 in MST is visited by Post-order tree travels)

IF ( (4 leafnodeAND +4#, . H )
/* verify ,whichisaleaf */
OR ( (4 leafnode)AND
Ha, PO+t EFVP)

[* verify ,which is a non-leaf node7 «is 4's child node */
FaultSignature[] += 4

For (all ) I* is 4's ancestor *
H = H /. H
e fl, T s fl Ty
EndIF
End Loop
N ™
sty fl, T : ﬂ “ 3 fl (8)

where is 4's ancestor

Integrated Fault Diagnosis Algorithm
An integrated fault diagnosis algorithm is designted

ginpoint bogus signatures for the scenario in eactv (E).

After calculating / tree signatures8. |ka f, 8), the

control server, as the root node processes stefpfi@ss:
1) Follow formula (5) to calculate integrated sigymas.

b.JJf,m G, Wwhere5 87 + 8/

2) Follow formula (6) to verify integrated signatsr
* 1o 'Ilkkf flo -

3) If step 2 fails, invok&Alg. 5 MST-base Fault Diagnosis

in which when a node’s verification fails, involédg.
4. Treefault diagnosis to locate bogus signatures.

VI.

A. Performance Evaluation for Authentication Scesm

PERFORMANCEEVALUATION

Evaluation of communication & computation cost

Table | evaluates the communication and computatast
for scenarios we mentioned in Section IV (E). Ntitat the
modular exponentiation operation costs higher tharpairing

In the MST-based signature aggregation scheme, Wi®n operation. Both of them execute hundreds of timeavier

node’s tree signature verification fails, we needalte the than modular multiplication [1]. According to Tablewe find
bogus signatures. We design MST-based fault diagnogat our authentication scheme is the most efficighe
verification algorithm Alg. 5 which is invoked by the root number of pairing operations at the concentratod é
(here the control server) to pinpoint the forgeghature: the significantly reduced byy,; and the number of modular

cpntrol Server requests each node n MST forwmgtme exponentiation operations at every meter is steatiilindled
signatures to its parent node. Repeating this piureetill all down by f Moreover, our proposal forwards the least

tree signatures are aggregated at the control seoue )
algorithm constructs a MST-based signature treewliich Number of signatures. We conclude that our propgsis
substantial performance gains.

each node is assigned with its own tree signatifter then,

following the post-order tree travel algorithm, tleentrol Delay for Authentication Message

server explores and verifies each node’s tree gigaaill the
root. If there is a failed signature s~ signed by node,,

this algorithm removes s contributions. . 5 ~ from tree
signatures of all /s ancestor node8  8) as follows:

The authentication delays for per-packet signind par-
signature verification approach (e.g. regular Bl®)d our
scheme are listed below. Note that the signal matan
delay is not included since it is negligibleg control server).



TABLE |

PERFORMANCECOMPARISONAMONG AUTHENTICATION SCHEMES

Schemes _ Computation Packgt Buffering . Communicatio.n.

Receiver Sender Receiver| Sendef One link Over Miniom Span. Tree
e | R o0 | R oo T
Batch BLY5] R /G , G/ IR °G1 / /R W\ IRW\11, :Als/“
SAM[23] /| ©°GRG t /| °GRG ! R R /AN 1 W\, zAls//
MABS-B[26] R /G , G/t /IR ©°G*? / /R W\ IRW\1% :é;"%u
M-SAIDA[12] [P [P £/ Wewy % R WGV \ 1% /V&::/“
EMSS17] 71 /+c5/R "6 °oG L + R 1 / WAG% /R \\
ours Rc(é Gl )+ /61/711. II\:/|1’1A° : +7 %67 ﬁ\/ﬁ" l R g _‘L_\ll \\»\G & foera

Notes: In Table I, we calculate the performanck¥ahg the case described in sub-section IV-R 7 andM are defined the same as the case study.
For computational cost, stands for pairing, exponentiationt hashA modular multiplication.
For communication overheadi»ti¢notes the signature six\Whenumber of nodes in MSH, 4 £the number of nodes in a sub-tree rooteuioale

TABLE Il PERFORMANCEEVALUATION FOR MST-TREEFAULT DIAG. ALG. TABLE Il PERFORMANCEEVALUATION FOR TREEFAULT DIAG. ALG.
. . Communication in MST . Number of Verifications (U forgery sign.)
Scenarios Computation With SAg Without SAg Algorithms Average Case Worst Case
Best(star) | Z- EG , G ! (N-1) W\ (N-1)\W»\ _ N2 ¢y 0 s £
Worst 77. EE (NDWy | (N(N-D)2)w\ Binary Tree |, .y . 22 T S =G
(line) GZ .G 1 (9] . ¢
Average ++. EEE +- . NZO ¢ 0 o Z
( Tree) G+, Gt W\E WAES Trinary Tree | 1, < ¢J@‘ SHe— G
Note:E means Modular Division. Others are the same ateTab L _ u _ _
Problem over a finite field of size approximately'').
. . G Normally, a smart metef, forwards a control server message
EJ4lE, 1. ~ LAl 14fiatl _ LA LI M and the signature. Therefore, the payload is 171 bits.
G Taireap, G el Like other digital signature schemes e.g. RSA [B]the
Vo~ ~ beginning, on the PKI platform, BLS scheme sens public
G O4;0 Lfd 3%0.4D, G T,fal Ji,,lf (9) ki g g . P I . . P
. N . ; ey (171 bits) and the certificatél~K (342 bits) issued by
O"IN,£, 7 akVV,fOVkeHG ~00x@,1 G i gl l4itaii Certification Authority.
Glifiiif G Tairesan, G 7 60xen, G aili Like other authentication schemes, we also encafesul
v time stamps in packets to be against replay atickce it is a
G%Oif) .4, GTifs iy G eveP ( regular means, we do not discuss it here due twespait.

4,0 i i is Al

According to formulas above, there are two kinds & Performance Evaluation for Fault Diagnosis Alitfams
operations causing the delay, 1) the signing, iatibn and ~ MST-based Tree Table Il evaluates the number of
IDA operations which, together, take aroundr@$in average Verifications required to pinpoint the bogus sigmes as well
in our practical experiments mentioned later, anth@ times @S the number of signatures sent over communicafiannels
to collect the whole block of data and to forwardrn. The # in @ MST-based tree. The worst case is that MST iz line
causes are flexible depending on the block sizegeh by the with all bogus 5|gnatu.re nodes _Iocated .at the wtthaw_ay
smart meter) and rates of communication channedsveler, from the control server; the best is a star; amdaverage is a
if the smart meter selects the appropriate bloek,sihe ¥ ~#  tree. Not .Iosvmg ggnerilllty, Wwe assume Fhat the
causes are trivial, comparing to execution timesthef £' c_ontrct)l Server l;ecen/.ef O%O Zélgnatureg, in which
causes. Thus, the total delay time is affordablenfietering signatures aré bogus; “sH - £ -

N ;  Z :integers.
data which can be tolerant to delay up to a fe in[23]. UTree: Table Il evaluates the number of verifications

required to pinpoint the bogus signatures in-a#  tree-
Payload concerning with Authentication based fault diagnosis algorithms. We assume thatesdrator
In our authentication, a messaleis 512 bits, the BLS receivesZ " signatures, in which signatures are bogus
secret key length 163 bits, the BLS public key tan71 bits (+ andZ are all integers). Not losing generality, it caa b
(x-coordinate), and the signature171 bits (vs. 1024 bits in represented by a-degree balanced tree with heightthere
integer RSA as formally proved in [5]: a n-bit Blsgnature areZ N leaf nodes representify received signatures. All
provides the same level of security as solvimjstrete Log  leaf nodes which are associated with bogus sigesttequire
verification. So do their ancestors and their gipi.
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Fig. 7. Overall computational cost and communarativerhead of our proposed scheme

Fig. 8. Experimental results for batch verificatand signature aggregation on control server

TABLE IV EXPERIMENT PLATFORM
Device Hardware Configuration Executed Components &ult Diagnosis
Smart Meters Low: Memory- 64MB; CPU-333MHZ igigature Amortizations .
Data Concentrator | Media: - Aggregated Signature .
Control Server High Memory - 4GB; CPU-2.67GHz; Batch Verification Treebased fault diagnosis
MST-based fault diagnosis

TABLEV  EXecUTION TIMES (REPEATED9 TIMES): BLS SIGNATURE ON SMART METERS ANDBLS VERIFICATION ON CONTROL SERVER
Operations One BLS Signing Operation on Emulated Smart Meter One BLS VerificatiorOperation on Control Server
Execu.times (ms)] 114 194 17 1d9 448 178 PB.99 [717.8 219 22 237 224 292 2}8 32 ]2 26

Worst scenario:When overlapped intermediate nodes arg
the least, the worse scenario happens. It occuenwibogus =~
signatures are evenly distributed Hrieaf nodes. The number Our experiments are executed on a platform simditfatea
of verifications for the worse case is: real AMI. The device configuration and correspoidin

. . ) z : components depicted in Fig. 2 are listed on theleT &b, We

YL=Rwy £ SH -—G develop a software package which integrates comuenef
Batch Verification, Signature Aggregation andiree fault
diagnosis algorithms (e.g. Binary-tree Fault Diaggo
Trinary-tree  Fault Diagnose, and so on). They are
implemented by C language based on Pairing-Based

Implementation Details

Average scenariothe average scenario happens when
bogus signatures are randomly distributed Zorleaf nodes.
The average number of verifications is:

) 3 N@o » ¢OﬁgULJ Cryptography (PBC) library [29] built on the GNU Miple
YL~%i Z V2 Yo Precision arithmetic (GMP) library [30]: GMP libsar
4 v provides arbitrary precision arithmetic APIs whicire

invoked by PBC to support pairing-based cryptosyst®ur
VII. EXPERIMENTAL RESULTSAND ANALYSIS implementation has been executed on Virtual Machiosted
The goal of our experiments is to estimate thequarance bY Oracle’sVirtualBox Here is the detailed configuration of
of our authentication scheme and fault diagnogjerithms. It VM - OS: Ubuntu 11.10; Memory: 8 GB; Processor: Intel
shows the feasibility of our schemes. Furthermitrean help Core i5-M560 2.67GHz; Disk 7.9 GB.
us determine the performance gains or additionast co
introduced by our scheme at different scenarios.
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Fig. 9. Experimental results (Worst case) dfreefault diagnosis alg. to pinpoint bogus signatufieto(50) among 100 signatures on control server

Fig. 10. Experimental results (Random case) dfreefault diagnosis alg. to pinpoint bogus signatufietn(50) among 100 Signatures on control server

In our implementation, we use the pairing-friendliptic
curves andbORP #  ®G  with a 512-bit prime. For
details, MNT elliptic curve of embedding degree Bhvorder
163 bits length and base field order 512 bits lengte
utilized. Moreover, in our scheme, we use a pai#]) to
represent a point on an elliptic curve groag POXP.
However, instead of the pair, only thecoordinate of the
signature point a on elliptic curve groug is sent as they
demonstrate the same security level.

B. Experimental Results for our Authenticatione3uoh

We first execute cryptographic primitives we impkmted
e.g. BLS signature, batch verification, signatuggragation,
signature amortization, etc. individually. Thereaft we
execute our lightweight authentication scheme.

Computational Cost:

a) BLS Signing & Verification:

Our experimental result is listed in Table V. losfs that
the times to execute a BLS signing on smart metdraaBLS
verification on a control server range from 7.9 tmgl4.8 ms

and from 2.0 ms to 2.92 ms, respectively. Averagjees are
17.78 ms and 2.32 ms, respectively.

b) Batch Verification on a Control Server:

Fig. 8 (a) compares the per-signature verificatoheme
with the batch verification scheme in terms of fiegition
execution times when the batch size ranges from5D0.

c) Signature Aggregation

Fig. 8 (b) compares thper-packet sign & verifscheme
with the signature aggregation scheme in termsedfigation
execution times when signatures are signed byrdiftesmart
meters. The number of smart meters range from 50@0

d) Overall Computational Cost

Fig. 7 (a) shows the overall computation cost caispa
between our integrated solution and the per-pasilgeing and
per-signature verification scheme. It demonstratest the
entire computational times are significantly deeesh It
matches with our performance assessment: the ngmfer
verification and signing operations are droppedfyy, and

T respectively.

Communication Overhead:

To evaluate our authentication scheme’s commuioicati
cost, we simulate it via Network Simulation-2 (nNsf21], a
widely used simulation tool. The test scenario usedhe
simulation is: area (50 50 meters), 50 nodes, 10 repetitions,
mobility ratio (10% mobile nodes), mobility modeigh
mobility scenarios: random waypoint model with nmaMm
speed 20 m/s), Zigbee and ns-2 (version 2.30).sAlkart
meters are connected via MST. Each smart meterss20d
packets. Fig. 7 (b) shows that the number of trathsdndigital
signatures is reduced by around 50% after deplosigigature
aggregation. Since signature amortization schemeces the
number of signatures froR to 1, our proposal reduces the



12

overall signatures b§ a R propose a key management scheme and authentication
services through the usage of the well-known Needha
Schroeder protocol to generate session keys. Feuda [7]

To evaluate the performance of our fault diagnosppopose a lightweight authentication scheme in twhimart
algorithms, we demonstrate the times required npg@int the meters first generate session keys via Diffie-Halimkey
bogus signatures. The times to generate, initdédete and exchange. The subsequent ones are updated thrioeidtash-
cleanup the fault diagnosis trees are countedign.9~(a) and based authentication code technologies. GHaal. [6] adapts

(b) depicts the times required to pinpoint fronp150 forgery RFID communication standard security protocol véing the

C. Experimental Results for Fault Diagnosis Algioms

signatures among 100 signatures when using binag, t one-time password to provide the authentication.

trinary tree, 4-ary tree, 5-ary tree, 10-ary tr2@.ary tree, 30-
ary tree and 50-ary tree. Fig. 10 (a) and (b) isirailar

experiment. The difference is that Fig. 9 focuseghe worst
scenario with evenly distributed bogus signatumasreg 100
signatures and Fig. 10 on an average scenario rasttiomly
distributed bogus signatures. The performance tkgpio Fig.

10 is slightly better than that in Fig. 9. Furtherey we find
that in both Fig. 9 and Fig.10 when& , Tree performs
the best and when Tree performs the worst.

D. Analysis

Public key-based schemeSo et al. [20] propose an
Identification-Based Signcryption (IBS) approachséd on
elliptic curve system to provide authenticatiorvgsss.

One-time Signature schemeReyzin and Reyzin [18]
proposed HORS, one of the fastest OTS which orilizes
one hash operation while signing a message. Howetger
typical signature size is 130 bytes and its pukéy size is
also large. Wangt al. [22] propose TV-HORS, a time valid
OTS relying on one way hash chain and time validi@hdor
power grids. It provides significant efficiency feigning /
verification operations, buffering-free data praieg and

Security AnalysisAs security has already been formallyeing tolerant to packet loss. However, its pulldey size

proved in BLS scheme, Batch BLS [5],
Amortization [16] and Signature Aggregatipt, we will not
discuss them in this paper due to limited spac#izlog time
stamp can protect our scheme against the replagkatHow
to protect our authentication scheme against reghli@ats
such as Denial of Service (DoS), Byzantine attackde
channel attacks, etc., are important. They wilvieer as our
future research.

Requirement Satisfaction Analysihie realization of our
authentication scheme presents an exciting consegqué
validate lossless data aggregation in AMI since: The
authentication of metering data with amortized Bign
capability enables the senders (smart meters viitfiteld

Signaturamounting at least 8KB is relatively large to coaisit AMI

communication channels. Li and Cao [13] proposed,Tah
OTS scheme based on one way hash functions fort gmids.
It substantially reduces both its public key sizavd to 1.28
KB and its signature sizes down to 80 bytes bangfitrom
allocating the increased computational cost. HowaweAMI,

more reduction is required by AMI in terms of commiuation
overhead.

Fault-Diagnosis a binary tree-based fault diagnosis [9]
scheme is presented to find the fake signatures, e
assessment for the random and the worst cases [isavided.
Neither does practical experiments. Its performaneed be
optimized as, most of the times, the binary tredopms the

resources) sign a block of messages with signifiganworst according to our evaluation and real worljesiments.

improved efficiency; 2) The batch verification pides
receivers (concentrators or control servers) tlealidbility to
decide how many signatures they opts to verify magch; 3)
The signature aggregation scheme reduces the coitgtion

overhead by around 50%; 4) Our scheme providesdbest
resilience against authentication packet loss andaudt

tolerance architecture against single point fagurg) Most
importantly, a couple of novel fault diagnosis aljons are
proposed, designed and implemented to pinpointbitgus
signatures in practice. 6) Despite that our schietneduces a
delay, it still complies with the delay limit forMl regulation.

VIIl. RELATED WORKS

Digital Signature Scheme#A number of authentication
schemes have been designed to validate multicastnat
specifically for smart grids. Bonedt al.[5] propose the batch
BLS digital signature scheme. Pagk al. [15] propose the
amortization signature scheme featured with thekgtaloss-
tolerance service (namely, SAIDA). Li and SampdllP]
further extend SAIDA to specifically protect didigignatures
over more lossy channels. Womg al. [23] propose Tree-
based technologies to sign packets via hash fumtidhouet
al. [25] propose batch verification schemes which aoly
provide perfect resilience to packet loss (namBIjBS) but
alleviate theDoS impact (namely, MABS-E); Perrigt al,
counting on symmetric key scheme, propose TESLA {67

A few pioneer authentication researches for the rsm&fficiently authenticate a multicast via uncoveririge

grids have been presented. They can be categadrizegair-
wise symmetric key schemes [2], [24], public kegitil
signature schemes [20] and one-time signature [23],
Symmetric key encryption-based scheBertoli et al. [2]
propose a secure and lossless aggregation proitoaghich
the pairwise key plays the authentication role. éttheless,
costs

authentication key to the next message. Guo previde
UBAPV2G authentication protocol [8] for Vehicle-@rid
communication based on batch verification.

IX. CONCLUSION
Recently years have seen authentication challeragegng

to establish presumed pairwise keys and Kegm theft of electricity to malicious demand-supplktacks in

maintenance cost need be included. Wu and Zhou [24YIl or smart grids. Authentication for data aggréga in
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AMI is a critical issue for the smart grid’s sedyri [17] A. Perrig, J. D. Tygar, D. Song, and R. Canettifitiient authentication

Unfortunately, previously proposed authenticatiathesnes
employ the standard authentication protocols, sytricnkeys,
OTS, or the per-signing per-verification public kghemes to
validate messages. They have limitations in onemore

aspects. Some of them are computing and commurica

intensive; some are vulnerable to packet loss,samde have
complicated key management issues. Furthermoreiesft
tools to pinpoint the forged signature are not fed. In this
paper, we integrated several efficient signatureestwes to
significantly reduce costs to achieve the authatitia goal.
Our proposal is an efficient scheme to satisfy meguents
from differed parts in AMI ranging from resourcealted
senders, heterogeneous receivers, constraint lcisagnels,
etc. Fault diagnosis algorithms are presented tectiehe
failure points and minimize the fault executioneim
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